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Executive Summary

Background/Purpose

The U.S. healthcare system is in a transitional period. Data traditionally collected in a clinic
or hospital setting is now able to be collected in everyday environments of patients and is known
as patient-generated health data (PGHD). Ambulatory care practices with access to PGHD in
their electronic health records (EHRs) may be able to improve patient outcomes, care
coordination, quality, and cost-effectiveness.

Opportunity and need for PGHD became apparent in 2020 when the novel coronavirus
pandemic abruptly reduced the number of primary and specialty care visits occurring face-to-
face, replacing them with telehealth—such as eVisits and telephone calls. Yet identifying which
data are needed and supporting patients and clinicians through data capture and transfer into
EHRs is highly complex. Effective use of PGHD in clinics poses many challenges, including
clinician and patient burden, poor usability, workflow integration challenges,'and the
potential to exacerbate health ine quities. The Agency for Healthcare Research and Quality
(AHRQ) commissioned an environmental scanthat would serve to inform the development of a
practical guide that ambulatory care settings can use as they approach the use of PGHD for
patient care.

Methods

We sought input from a technical expert panel (TEP) of patients, clinicians, researchers, and
EHR experts experienced with integrating PGHD and sharing PGHD with clinicians. The TEP
shared their experiences on how PGHD was currently being used and gave feedback on the
methods and data collection plans.

This environmental scan addresses knowledge and evidence gaps pertaining to use of PGHD
through the following approaches: 1) a scoping review that examined the evidence of integrating
PGHD into EHRs that expanded on one conducted by Tiase et al. and updated* through October
2020; 2) a review of reports produced by think tanks, government agencies, professional
associations, and vendors; and 3) conversations and surveys collected from major ambulatory
care EHR vendors that serve the majority of the U.S. market to collect information on how their
clients are integrating PGHD into EHRs.

Findings

Scoping Review: Our formal scoping review (N=36) provides evidence and examples from
peer-reviewed literature on the integration of PGHD into EHRs across a variety of care delivery
models in ambulatory care settings (Table 1). Types of PGHD included biometric data,
questionnaires/surveys, and health history. Diabetes was the most common patient condition
(27.7%). Apple HealthKit was the most common developer platform used (25%). Themes
emerged concerning authentication, resource requirements, patient technical support and
training, data delivery to the EHR, data management, and preferences for review.

Guides & Resources: Our search of guides and resources presents documents in Table 4 that
include a variety of white papers, guides, and resources from professional organizations (e.g.,
American Medical Association, American Medical Informatics Association), and government
agencies (e.g., FDA, ONC), among others. Topics in these documents cover a variety of aspects
important to the selection and integration of PGHD in ambulatory care settings. Legislative




patchwork at the Federal level governing data privacy, standardization, reimbursement, and
regulation is complex and evolving.

EHR Vendors: The growing evidence for PGHD-EHR integration is reflected in the EHR
vendor feedback (Tables 3 and 4), which describes a developing landscape in which they partner
with institutions to leverage PGHD to improve health outcomes and improve care coordination.
10S HealthKit is commonly used due to its maturity, which provides data and security
standardization. Few health systems and EHR vendors directly integrate with Google’s Android
platform. The use of interoperability standards such as Health Level Seven’s (HL7) Fast
Healthcare Interoperability Resources (FHIR) is growing. To create value from PGHD, however,
requires investment, commitment, and an understanding of many variables that influence the
success and challenges of PGHD integration to improve patient outcomes, care coordination,
quality, and cost-effectiveness.

Conclusion/Recommendations

We present a thematic summary of recommendations from the scoping review, reports,
policies, and data collection from the EHR vendors (Table 7). These recommendations are
envisioned to inform the development of a practical guide for ambulatory care providers as they
approach the integration of PGHD.

The recommendations are as follows:

Develop a strategy or blueprint.
Identify champions and early adopters.
Tie PGHD to a care delivery model.
Design the workflow.
Use a patient-focused approach with a health equity lens.
Leverage a robust technology architecture.
Create data governance.
Create device governance.
Provide guidance and education to stakeholders.
. Implement and adapt through iteration.
. Evaluate against metrics and goals.
. Plan for maintenance and scaling.
. Provide technical support.
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Chapter 1. Background, Purpose

Patient-generated health data (PGHD) are “health-related data created, recorded, or gathered
by or from patients (or family members or other caregivers) to help address a health concern.”
Enthusiasm for use of remote monitoring devices to collect PGHD is high and increasing among
researchers, clinics, and health systems. Many mobile health technologies tether to smartphones,
Wi-Fi, or have cellular-embedded chips, which have proliferated across socioeconomic groups in
the United States.” PGHD canbe collected in near real-time from patients in their daily
environments. The Food and Drug Administration (FDA) policies® allow manufacturers of
certain FDA-cleared noninvasive, vital-sign-measuring devices that measure biometrics to
expand their use so healthcare providers canuse devices to monitor patients remotely.

The potential for PGHD to impact health is significant. By providing nsights into the day-to-
day health of an individual, patients and clinicians can employ better strategies to prevent and
manage acute and chronic conditions, and clinicians and scientists canuse these data to generate
and apply analytical techniques to improve risk prediction and diagnoses.” The benefits of PGHD
can reach across care facilities and diverse geographic locations through web-based interoperable
data exchange to deliver more precise treatment and self-management assistance to broad
populations.

While these technologies are promising, the ability for ambulatory care practices to
successfully collect these data in collaboration with patients, transfer data to their EHRs, and use
them effectively in clinic settings poses many challenges. The Office of the National Coordinator
for Health Information Technology (ONC) outlines multiple technical challenges related to
accuracy of measurements, data provenance, interoperability, implementation, and privacy and
security concerns in the data lifecycle (i.e., collection, transmission, storage, and analysis).* In
addition, selecting valid devices from an increasing number of options, integration into new care
delivery models, costs for patients, equitable access to technology, and inadequate information
technology (IT) literacy are among the many challenges facing adoption of PGHD nationwide.

Integration of PGHD into Ambulatory Care Electronic Health Records. As healthcare
moves beyond EHR implementation, the integration of PGHD from connected devices, including
mobile health technologies, is gaining speed. Companies like Apple Inc. have enabled the ability
for patients to aggregate their health records from multiple sources on an iPhone and integrate
data via authentication into health system patient portals such as Epic’s MyChart. It is also
possible to integrate third-party data, such as patient-generated blood glucose levels, into the
EHR via Apple HealthKit.® This is possible with many major EHR vendors. This capability is
quickly expanding to Android platforms with Google Fit and through data aggregation
companies such as Validic and Xealth.*!

Ambulatory care practices with access to PGHD in their EHRs may be able to more
efficiently and accurately perform diagnoses, manage chronic conditions, reduce repetitious lab
testing, promote greater patient-centered care, and even intervene early to avoid acute episodes
or prevent hospitalizations. Yetidentifying which data are needed and supporting patients
through data capture and transfer mto EHRSs is highly complex.

Standardized interoperable data interfaces are quickly becoming important tools in the
ntegration of PGHD into EHRs. These include standards such as Substitutable Medical
Applications and Reusable Technologies (SMART) and FHIR.!! With the rollout of new ONC
mteroperability rules requiring healthcare providers who receive Centers for Medicare &
Medicaid Services (CMS) payments to use FHIR-compatible apps for patient data, adoption will
likely accelerate.!?



Nascent Body of Evidence on PGHD Use. Policymakers, researchers, IT experts, patients,
and providers have been building a body of evidence to (1) identify patient cohorts who can best
benefit from PGHD capture, (2) accelerate adoption of IT solutions to support patient transfer of
data, and (3) optimize data review by mining large quantities of PGHD to identify patterns and
red flags for clinical workflows and care planning. Recent systematic reviews?!'® advance
knowledge about the need for data quality, interoperability, data security, and easy-to-understand
clinical and patient self-management insights.

Nevertheless, our collective body of knowledge about PGHD remains inadequate, thus
complicating efforts by ambulatory care practices to systematically and efficiently approach
these opportunities.

The opportunity and need for PGHD became apparent in 2020 when the novel coronavirus
pandemic abruptly reduced the number of primary and specialty care visits occurring face-to-
face, replacing them with eVisits and telephone calls.!* While virtual care and telehealth have the
capability to facilitate patient access and increase efficiency of healthcare resources, virtual
appointments make it difficult to collect patient-level data essential for diagnosis and chronic
disease monitoring. Providers must now rely on patients to collect their own vitals and other
health data, which was previously collected in clinic. Virtual care must be implemented
strategically to be equitable across diverse populations and clinical conditions so as to not further
exacerbate existing health inequities.!> There is an urgent need to support ambulatory care
practices in this complex process through the broad capture and synthesis of PGHD evidence and
the translation of that evidence into a practical guide.

Purpose. The Agency for Healthcare Research and Quality (AHRQ) commissioned an
environmental scan that would serve to inform the development of a practical guide that
ambulatory care settings can use as they approach the use of PGHD for patient care. The study
team engaged a technical expert panel (TEP) of patients, clinicians, researchers,and EHR
experts experienced at integrating PGHD into the EHR to give input to the environmental scan
methods. This input confirmed search terms, data abstraction forms, EHR vendor survey and
mterview questions, and input on recommendations contained in this report. This environmental
scan addresses knowledge and evidence gaps pertaining to use of PGHD in ambulatory care
settings through the following approaches: 1) an update to a scoping review by Tiase et al.’ that
examined the evidence of integrating PGHD into EHRs; 2) a review of reports produced by think
tanks, government agencies, professional associations, and vendors; and 3) conversations and
information collected from major ambulatory EHR vendors in the United States.



Chapter 2. Methods and Approach

Scoping Review

Literature Search. The scoping review expanded one conducted by Tiase et al. by updating
the search dates and keywords.?* Databases searched from August 2019 to October 2020
included Medline (Ovid), Scopus (scopus.org), Embase (embase.com), CINAHL Complete
(EBSCOhost), Web of Science Core Collection (Clarivate Analytics), Academic Search Ultimate
(EBSCOhost), Dissertations & Theses Global (ProQuest), IEEE Xplore (IEEE.org), and INSPEC
(Elsevier.com). No filters, such as language or study type, were applied. The final search
strategies are presented in Appendix A (Tiase orginial search?) and Appendix B (updated search).
To search unpublished studies and grey literature, we used the Google search engine, limited to
the first 50 results, using terms including patient-generated health data, user- generated health
data, mobile health, self-tracking, ntegration, and electronic medical record. Two reviewers (GP,
SB) searched Google simultancously at different locations to account for differences in results.

Study Selection. Searchresults were imported into Covidence (Veritas Health Innovation,
n.d.) systematic-review software for screening. Researchers (MB, GP, JW, VT) conducted title,
abstract, and full-text screening. Eachresearcher tested the screening criteria on a sample of titles
and abstracts to ensure that the criteria were robust enough to capture eligible articles. If an
article abstract was not accompanied by the full text of the article, we contacted the authors by
email. If there was no response, we excluded the abstract. In the second level of screening, the
researchers independently assessed the full text to determine eligibility. We held regular
meetings to achieve consensus and conflicts were resolved with input from two other researchers
(RS, RD). We recorded the reason for full-text exclusion in Covidence.

Data Abstraction and Analysis. Using the themes and details from the Tiase review,’> we
created a form in Qualtrics for the data abstraction of articles included from the full-text review.
One researcher (MB, GP, or JW) completed the first abstraction, and the results were over-read
by a second researcher (VT). Any conflicts were resolved with input from two other researchers
(RS, RD). The articles were categorized in the same themes, and we used frequency analyses to
describe the data.

EHR Vendor Survey and Interview

Survey and Interview Guide Development and Approach. We contacted ambulatory EHR
vendors (N=9) that serve 95% of the U.S. market to collect information on how their clients are
mtegrating PGHD into EHRs. We assessed what PGHD their clients are using or plan to
mtegrate into their EHR, including PGHD type (e.g., biometric, patient activity, questionnaires,
health history), PGHD transfer (e.g., active, passive), and technical approaches (e.g., HL7, APIs,
Bluetooth). We asked about interoperability standards (e.g., SMART, FHIR, HL7v2, web
services, extensible markup language [XML], and consolidated-clinical document architecture
[C-CDAY]); whether design schemas such as Open mHealth and standardized medical coding
terms are leveraged (e.g., SNOMED, LOINC, RxXNORM); and what developer platforms (e.g.,
Apple HealthKit, Google Fit) and which tools, products, and 3rd-party companies (e.g., Fitbit,
Garmin) integrate data into their EHRs.

To collect this information, we invited vendor representatives (from November 2020 to
February 2021) to complete an online survey, and then participate in a followup interview.
Vendor representatives were familiar with the processes involved and the state of PGHD
integration into their company’s EHR. The survey and interview guide were developed by our
team with feedback and expert opinion from the TEP. Through iteration we refined the question

9



set with approval from AHRQ (See Appendices C and D). We contacted vendors at least twice in
attempt to have them complete an online survey in Qualtrics. Data were analyzed using
descriptive statistics.

Following completion of the survey, we invited vendors to a 45-minute video interview.
Vendors were asked 10 questions exploring factors contributing to the successes and challenges
of integrating PGHD into EHRs. Interviewers took notes during the interview and asked
permission to record interviews. Data regarding the successes, challenges, and resources of
PGHD were analyzed using content analysis to identify recurring themes in the interviews.'¢ We
described other feedback from vendors as a summary narrative.

Reports, Guides, and Policy

Review of Reports and Guides. We searched reports produced by think tanks, professional
organizations, government agency (e.g., AHRQ, ASPE, ONC, FDA, FTC), EHR vendors, and
healthcare facilities. We used Google as the search tool using terms, “patient generated health
data, PGHD, digital health, electronic health record, white paper, report, guide.” Relevant reports
and guides were cataloged. These documents were reviewed and key findings were described.

Policy, Regulation, and Reimbursement. Similarly, we searched reports by think tanks,
professional organizations, and government agencies (e.g., Congressional Research Service;
HHS, including MLN Matters; the federal register; AHRQ, ASPE, ONC, FDA, FTC). Google
was the primary search tool using terms that included, “security, privacy, law, rule, patient
generated health data, PGHD, digital health, electronic health record, white paper, report, guide.”
Key findings were described.

Technical Expert Panel (TEP)

Expert Input. The TEP provided real-world experience with PGHD by offering guidance on
inclusion criteria, identifying articles of materials that may have been missed, and helping us
refine data abstraction elements. The TEP provided feedback on survey and interview questions
posed to EHR vendors. The TEP’s diverse background provides the perspectives of patients,
clinicians, researchers, and health IT experts who are experienced at integrating PGHD into the
EHR. After TEP revision and approval of the inclusion criteria and data abstraction elements, we
screened relevant articles and other grey literature.

The TEP provided feedback to the environmental scan and assisted with curated
recommendations and information learned so that it could be used in the development of the
practical guide.

10



Chapter 3. Results

Scoping Review

Search Results. The search identified 3,086 citations, of which 1,353 were duplicates, thus
leaving 1,733 new citations for title and abstract screening since the Tiase review. Figure 1
shows the combined number of studies from the previous and updated literature searches.
Together, the search parameters identified 17,790 studies. Of these, 6,594 duplicates were
removed, 10,871 were excluded after title and abstract screening, and 325 underwent full-text
screening. In total, 36 articles were included in our review—16 from the original Tiase review
and 20 from the updated search (Figure 1). All selected articles were published between 2013
and 2020. The majority were published mn 2020 (n=15; 38.8%) and 2019 (n=10; 27.7%). Most of
the articles were published in North America (n=28; 77.8%), followed by Europe (n=4; 11.1%),
Asia (n=2; 5.6%), and Australia (n=2; 5.6%). The majority of studies were either in the non-
academic ambulatory care setting (n=17; 47.2%) or academic ambulatory care setting (n=15;
41.6%); the remaining studies were in cancer centers (n=4; 11.1%) (see Figure 1).
Figure 1. Flow diagram for study selection process

Records identified though
database searching
(n= 17 790}

¥

Duplicates removed
(n= 6,504)

¥

Records screened
(n=11,196)

Records excluded
(n=10871)

h
FulHtext articles assessed for
eligibility
(n= 325)

FulHext articles (n= 251} were excluded for
the following reasons:

MNon-EHR integration (S8}
Inzufficient data (49}

VWrong study design (44)
Potential to integrate onhy (38}

h

Full-text
(n=

included
34)

3

r

Not Patient Generated Health Data (35)
Mot original article (18}

Wrong setting (10}

Duplicate (11}

Research study (7}

Integrated EHRVMEMR data to app (5)
Editorial (9}
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through other =ources
n=2}

{ Included ] [ Eligibility ][ Screening ][Identification]

analysis
(38}

Excluded Original Tiase scoping review (2}
Wrong outcomes (2)

Study designs varied with the largest design being observational (n=8; 22.2%), followed by
experimental (n=6; 16.6%), mixed-methods (n=6; 16.6%), qualitative (n=4; 11.1%), and other
(n=7; 19.4%). As shown below in Table 1, included studies report on the use of PGHD tools
with patients living with diabetes (including type 1, type 2, and gestational, n=10; 27.7%), cancer
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(n=8; 22.2%), multiple conditions (n=6; 16.6%), and other (n=12; 33.3%) conditions (e.g.,
inflammatory bowel disease).

PGHD Characteristics and Integration. Selected studies reported on integrated biometric
data such as heart rate or blood glucose, patient-reported outcome (PRO) measures/surveys, or
health history data. Half of the studies (n=18; 50.0%) reported on integrated biometric data
alone, and the remaining studies were split between questionnaires (n=15; 41.6%), biometric
data and questionnaires (n=2; 5.5%), and health history (n=1; 2.7%). We evaluated the specific
devices and questionnaires used for data capture. Within the biometric data studies, multiple
groups captured more than one biometric data element.

Biometric data included blood pressure (n=8; 22.2%), blood glucose (n=7; 19.4%), physical
activity (n=5; 13.9%), heart rate (n=3; 8.3%), pulse oximetry (n=3; 8.3%), weight (n=3; 8.3%),
sleep (n=2; 5.6%), temperature (n=1; 2.8%), digital EKGs (n=1; 2.8%), FEV-1 measures (n=1;
2.8%), and captured images of skin (n=1; 2.8%). Devices used for capture of biometric data were
all commercially available and included the Fitbit, Apple watch, Accu-check Aviva Connect,
DexcomG4 Platinum CGM, Omron HEM- 790 ITBP, and the A&D UC-352BLE digital weight
scale. Within studies that reported utilizing questionnaires, data captured focused on disease
severity or symptoms (n=14; 38.9%), quality of life or function (n=6; 16.7%), medication
utilization (n=5; 13.9%), or emergency room visits (n=1; 2.8%).

Fmally, within studies utilizing PROs, only two studies (5.6%) utilized adaptive PROs.

The majority of selected studies reported on data integration in the Epic EHR system (n=23;
63.8%), followed by MOSAIQ (n=2; 5.5%), Allscripts (n=1; 2.7%), GE Centricity (n=1; 2.7%),
and Bestcare 2.0 (n=1; 2.7%). Some reports did not report the linked EHR system (n=8; 22.2%).
A large subset of studies did not provide information on the developer platform utilized for their
PGHD (n=12; 33.3%). Some used commercially available platforms including Apple Health kit
(n=9; 25.0%), Epic (n=4; 11.1%), Validic (n=2; 5.6%), and Microsoft Healthvault (n=1; 2.8%).
The majority of included articles (n=25; 69.4%) did not report information on the approach to
data transfer or integration. The remaining reported utilizing Bluetooth for data transfer (n=2,
5.5%), and HL7 (n=6; 16.7%) or APIs (n=3; 8.3%) for data integration into the EHR. In many
instances (n=12; 33.3%), PGHD data were manually entered by the patient into the EHR’s native
patient portal, which reduced the complexity of PGHD-EHR integration.

Thematic Analysis

Consistent with the scoping review conducted by Tiase et al.,’ we categorized content
mtegration into three primary categories: data capture, data transfer, and data review.

Data Capture. We broadly evaluated studies for their reports in relation to data
authentication, technical support, training resources, and device expenses. Data authentication
was unclear or not reported in most of the studies (n=19; 55.6%). In the remainder,
authentication was either conducted in the patient portal (n=14; 38.9%), via an API wrapper
linked to the patient portal (n=1; 2.8%), by email (n=1; 2.8%), or via text messaging (n=1;
2.8%). To ensure purity of captured data and improve the patient experience, multiple studies
(n=13; 36.1%) reported either utilizing n-person (n=9; 25.0%), manualized (n=1; 2.8%), or
combined (n=1; 2.8%) training for patients. One study (2.8%) reported training patients but did
not report the method used, and another study (n=1; 2.8%) utilized telehealth training for
patients. Finally, while many studies utilized project-specific staff to train patients on device
usage, two studies (5.6%) required that clinicians conduct the patient training at the clinic
encounter.
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Technical support resources were offered to patients by some studies (n=6; 16.7%). Patient
responsibility for the device expense was not reported in many instances (n=16; 44.4%). Of those
who did report device expense (n=20; 55.6%), the majority of them (n=18; 50%) reported
making devices freely available to patients, and two studies stated that the patient device expense
was less than $50 (n=1; 2.8) or between $50-$250 (n=1; 2.8%).

Data Transfer. To examine data transfer, we specifically addressed four elements: EHR
delivery, data collection and transfer frequency, connectivity, and development time. Regarding
delivery, studies were evaluated for whether data transfer was passive (n=14; 38.9%), active
(n=13; 36.1%), or both (n=5; 13.9%). Early studies reported that mode of data transfer did
extend to not just the patient but, in some instances, provider involvement in ensuring
appropriate data transfer (n=6; 16.7%). One group reported that providers were required to file
data to the appropriate patient record.!” Provider arbitration of data transfer was not required in
more recent studies. Frequency of data collection and transfer varied by study and the type of
PGHD collected. Data collection varied across groups. For those utilizing biometric data,
collection ranged from every 1-10 seconds for heart rate measures to three times a week for a
group collecting blood glucose and activity. For those utilizing PROs or patient histories, some
studies only required data input prior to clinical appointments (n=3; 8.3%), via the provider’s
formal order for collection (n=1; 2.8%), or allowed for patient autonomy over frequency of data
collection (n= 2; 5.6%). The remaining studies had set time frames ranging from daily to
monthly (n=9; 25.0%). In some studies, once the PGHD was collected, it was then transferred to
the EHR in real time (n=12; 36.1%). One study required that patients review and approve their
collected health data prior to upload into the EHR.

Connectivity was an issue reported in some studies (n=6; 16.7%), which were secondary to
software updates, operating system compatibility, and/or internet browser compatibility. In some
studies, device compatibility problems were reported. One study reported having challenges
related to a device recall.'® Few studies reported on the development time of their product (n=9;
25.0%), which ranged from less than 1 year (n=7; 19.4%) or over 1 year (n=2; 5.6%]. One study
reported developing infrastructure within 2 days,'® which occurred during the global COVID-19
pandemic and was facilitated by significant organizational buy-in, stakeholder motivation, and
financial/human resource availability.

Data Review. We evaluated articles for information on provider training and technical
support, provider notifications, and data display options. Few studies (n=4; 11.1%) reported
providing clinician training. Ofthese, three (8.3%) conducted in-person training with providers,
and one (2.8%) utilized manualized training. A minority reported having technical support
available for providers (n=4; 11.1%).

Studies did utilize alert systems to produce a notification when captured data exceeded
certain thresholds. The approach to notifications included: 1) utilizing a triaging coordinator or
dedicated staff (n=3; 8.3%) who alerted providers after data review and contact with patients
when appropriate; and 2) directly notifying providers in the EHR (n=9; 25.0%), either via EHR
mn-basket activity (n=3; 8.3%), or by email (n=2; 5.6%). Where alert thresholds were set, four
studies (11.1%) reported that alert thresholds were set by providers. Three studies reported that
notifications were not used (8.3%). There was limited information on how the PGHD were
displayed within the EHR. Data were displayed either in dashboards (8; 22.2%), directly in the
patient record (9; 25.0%), in flowsheets (n=2; 5.4%), in synopsis views (n=2; 5.4%), or through
an integrated web app (n=1; 2.7%).

Pragmatics of PGHD. Many studies (n=15; 41.7%) reported outcome measures for patients
and providers regarding PGHD utilization. In studies where patients were required to manually
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mput data into the EHR, completion rates ranged from 10% to 100%. The completion rate varied
by data upload frequency. One study reported that surveys requiring more frequent (weekly)
uploads had higher completion rates (61%) compared to those requiring less frequent (monthly)
uploads (54%).2° Although patient survey completions varied, patient satisfaction was generally
high. Six studies reported satisfaction metrics and perception of ease of use ranging from 72% to
94%:; patients reported that PRO use increased reassurance around care, and in one study 70% of
patients reported that using the system aided their self-management.?!

Table 1. Summary of study characteristics and the matic organization (N=36)

Characteristics Number (%)
Year of Publication 2013 2 (5.5%)
2014 1 (2.7%)
2015 1 (2.7%)
2016 2 (5.5%)
2017 2 (5.5%)
2018 4 (11.1%)
2019 10 (27.7%)
2020 14 (38.8%)
Geographic Region North America 27 (75.0 %)
United Kingdom 2 (5.5 %)
Australia 2 (5.5 %)
Korea 2(5.5%)
Belgium 1(2.7 %)
Canada 1(2.7 %)
Scotland 1(2.7 %)
Evaluation Design Observational 8(22.2%)
Descriptive 3 (13.8%)
Experimental 6 (16.6%)
Qualitative 4 (11.1%)
Mixed Methods 6 (16.6%)
System Description 3 (13.8%)
Pilot Study 1 (2.7%)
Study Setting Outpatient or Clinic 17 (47.2%)
Cancer Center 4 (11.1%)
Academic Medical Center 15 (41.6%)
Target Population Diabetes 10 (27.7%)
Cancer 8(22.2%)
Hypertension 2 (5.5%)
Orthopedic Surgery 2 (5.5%)
Multiple Conditions 6 (16.6%)
Asthma 2 (5.5%)
Arrhythmia 1 (2.7%)
COVID-19 2 (5.5%)
Inflammatory Bowel Disease 1 (2.7%)
Hepatic Ascites 1(2.7%)
Prostate-Specific Antigen Screening| 1 (2.7%)
Patient Generated Health Data Biometric and Patient Activity 18 (50.0%)
(PGHD) Type Questionnaires and Surveys 15 (41.6%)
Biometric and Surveys 2 (5.5%)
Health History 1 (2.7%)
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Characteristics Number (%)
Hectronic Health Record Epic 23 (63.8%)
Unidentified/Not Reported 8 (22.2%)
MOSAIQ 2 (5.5%)
Allscripts 1(2.7%)
Flectronic Health Record GE Centricity 1(2.7%)
BESTCare 2.0 1(2.7%)
Patient Generated Health Data Active 13 (36.1%
(PGHD) Transfer Passive 14 (38.8%
Both 5(13.8%)
Not reported 4 (11.1%)
Technical Approach Health Level 7 (HL7) 5(13.8%)
Application Programming Interface | 3 (8.3%)
(APD)
Bluetooth 2 (5.5%)
QStore 1(2.7%)
Not Applicable 1 (2.7%)
Not Reported 24 (66.6%)
Developer Platform Apple HealthKit 9 (25.0%)
Northwestern Medicine Patient- 2 (5.5%)
Reported Outcomes
Epic Toolkit 1(2.7%)
MicrosoftHealth Vault 1(2.7%)
Validic 2 (5.5%)
Technology Enabled Asthma 1(2.7%)
Management System
Epic MyChart 2 (5.5%)
PRO Toolin Epic 1 (2.7%)
myNEXUS Health 1 (2.7%)
PGHD Connect 1 (2.7%)
QTool by X-lab 1 (2.7%)
Mobile App via HealthConnect 1 (2.7%)
Home Monitoring App 1 (2.7%)
Not Reported 12 (33.3%)

Table 2. Summary of biometric data and hardware utilized to me asure

Measured Biometric Data Hardware
Sleep iPhone, iPod Touch, Fitbit
Oximetry Fitbit
Weight A & D UC352BLE digitalscale
Heart Rate iPhone, iPod Touch, Apple Watch, Fitbit
Blood Glucose Dexcom (4 PlatinumCGM, Accu-Chek Aviva
Connect
Blood Pressure Omron HEM-790IT BP
Monitor Omron HEM-670IT
BP Monitor
A & D Medical, Mode UA-767 BT-Ci
Activity iPhone, iPod Touch, Apple Watch,

Fitbit
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Table 3. Summary of content integration

Category Theme Number of Articles
Data Capture Authentication 16
Patient Technical Support 6
Patient Training Resources 13
Device Expenses 20
Data Transfer EHR Delivery 32
Development Time 9
Connectivity 6
Data Review Notifications 15
Display Options 21
Provider Technical Support 4
Provider Training Resources 4

Studies also evaluated provider use of PGHD. Eight studies (22.2%) provided content on
provider PRO usage. The lowest provider usage of PRO review tools was reported to be 6.4%.%
Interestingly, even in instances where alerts were generated, provider usage was occasionally
low with one study reporting alert reviews were conducted by 44% of clinicians.>*> However, one
study utilizing patient-generated weight data to evaluate ascites volume i cirrhotic patients
found that clinician alert response rates from clinicians were as high as 84%.%* Finally, of those
studies that reported on health-specific outcomes (n=7; 19.4%), five studies (13.9%) found
improvement while two found the use of PGHD to have no impact on outcomes. One of these
studies had used PGHD to improve patient utilization of aromatase inhibitors.?>

Exemplars from the Literature

We identified resources from the literature that may serve as exemplars in the integration of
PGHD into ambulatory care settings. We present on a number of frameworks, case studies, and
more.

Perspectives, frameworks, barriers, and facilitators. Lavallee et al.?® report stakeholder
perspectives on a broad range of PGHD types (including biometric and PRO data) and describe
six themes and a number of values and barriers. These themes include: 1) PGHD tracking
supports many healthcare goals and behaviors, 2) people are intentional about timing and types
of data they share with their providers, 3) the value of PGHD increases with alignment to
measurement-based care, 4) data provide a common framework that facilitates patient
engagement, 5) the promise of PGHD is tempered by lack of standards, and 6) unintended
consequences of PGHD need further exploration. They describe value as providing access to
care, accountability, awareness of health, goal tracking, improved communication, improved
recall, increased motivation, patient engagement, and quantifying health. However, barriers
include deficiencies in accessibility, accountability, actionality, buy-in, data integration, evidence
for use, incentive for use, and standards, as well as burden of tracking, feasibility, limited
resources, suitability of use, and unknown accuracy of data.®

Abdolkhani et al.?” described data management and quality challenges with using PGHD for
remote monitoring. Challenges included digital health literacy, wearable accuracy, data
mterpretation, and lack of PGHD integration with the EHR. They stressed the importance of
developing quality guidelines with all relevant stakeholders that must include patients.?’” Other
important articles include areview on converging and diverging needs between patients and
providers who are collecting and using PGHD.!? Austin et al.?® evaluated stakeholder experiences
of PGHD integration into clinical care atthe University of Washington Medicine System. The
group found that stakeholders utilized PGHD to improve symptom monitoring, personalize
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mterventions, monitor care plans, assess clinical outcomes, promote self-management and
behavior change support, prevent illness, and improve care delivery and quality assurance. The
study team reported that 71 different PGHD types were being used at their institution, including
physical activity, mood, and sleep data. Over half of the PGHD reported were used to track daily
activities or symptoms. They further described a number of barriers to institution-wide scaling,
with the two most significant being PGHD integration into clinical records and organizational
infrastructure or policies to support PGHD.?® Similarly, Adler-Milstein and Nong? interviewed
leaders from health systems, EHR and PGHD solutions, and patients. They identified three
approaches to the use of PGHD, including health history, validated questionnaires and surveys,
and biometric and health activity. They noted patient concerns about data security and value of
reporting PGHD. Health systems reported reimbursement, data quality, and clinical usefulness
challenges. Uncertainty around value for stakeholders, patients, and providers was the primary
inhibitor.?’

A meta-synthesis of five studies from Project HealthDesign that developed, tested, and
implemented technologies for collecting observations of daily living is reported by Cohen et al.>
They describe a model with six factors that motivate patients to collect these data. These factors
include: 1) usability, 2) illness experience, 3) relevance of observations of daily living, 4)
nformation technology infrastructure, 5) degree of burden, and 6) emotional activation. These
factors may act as facilitators and barriers that influence data collection, health-related
awareness, and behavior change.’® Their team also reported on barriers and facilitators to the use
of PGHD among five additional studies from Project HealthDesign Round 2.°! Healthcare
professionals interviewed identified three benefits and three barriers. The benefits reported were
that PGHD provides deeper insight into a patient’s condition, more accurate patient information
of clinical relevance, and insight into a patient’s health between clinic visits. Barriers to use of
PGHD in clinics include: developing practice workflows and protocols; data storage,
accessibility at the point of care, and privacy concerns; and ease of using PGHD 3!

Case studies. Bachmann et al.3? present an implementation strategy for systematic
measurement of PGHD. They describe a three-phase approach that begins with an exploration
phase focused on engaging leadership and conducting an inventory of current efforts to collect
PGHD. The second phase is preparatory, with steps including pilot implementation site selection,
and development of needs assessment and timeline. The third phase adapts technology platforms
and the EHR to implement PGHD into clinical sites. They note the complexity involved
necessitates change management at the enterprise level.>?> An example of implementing PROs in
oncology rehabilitation by Winter et al.>* describes a similar yet four-step process that entails a
fourth maintenance and evolution phase and emphasizes the importance of technical support and
training across phases. Stover et al.’* described the importance of stakeholder engagement to
overcome barriers to implementing PROs in oncology care delivery. Clinician and patient mput
were critical to identifying symptoms and PRO measures for implementation success.

A case study by Shaw et al.* describes a method guided by a telehealth model to evaluate the
selection of mobile health technologies for EHR integration. Their case study stresses the
importance of a multidisciplinary assessment, including elements of health equity and
socioeconomics. Pevnick et al.3¢ describe a quality improvement project where patients allowed
PGHD from wearable heart monitors to be uploaded into the EHR. They describe a framework to
address these PGHD, including data visualization and protocols identifying concerning heart
rates to trigger a cardiologist review. A recent AHRQ-funded study assessed the feasibility of
using commercial health technologies to collect and report PGHD and PROs from diverse,
disadvantaged patients in an urban safety net healthcare system. They found patients preferred
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providers to recommend technology to rather than self-selection. Providers preferred to receive a
summary of PGHD and PRO data closer to clinic visits versus a stream of data over time.3’

FHIR. There were no studies from the scoping review that met our strict inclusion criteria
that discussed the use of FHIR to support the integration of PGHD. Amongst our excluded
studies, two studies provide examples from inpatient settings that could be transferred to remote
monitoring outpatient and home settings. Ploner and Prokosch® present a systems architecture
and FHIR-based data model that includes security measures and application flow from patients’
smartphones and a public cloud infrastructure at the University Hospital of Elrangen, Germany.
A relevant approach by a teamin South Korea describes a FHIR-based mobile alert system using
12-lead electrocardiograms.’’

Quality metrics and cost-effectiveness. PROs may be useful for reporting quality metrics.
One study demonstrates using electronic PROs as an effective way to screen for pain and
depression, for symptom monitoring and physician-patient communication, and for providing an

audit trail for Quality Oncology Practice Initiative (QOPI) metric reporting.*°

Guides, Reports, and Resources on the Integration of PGHD into EHRs

Table 4 presents 14 documents that include a variety of white papers, guides, and resources
from the FDA, AHRQ, ONC, American Medical Association (AMA), American Medical
Informatics Association (AMIA), and the Patient-Centered Outcomes Research Institute
(PCORI), among others. Topics covered include a variety of aspects important to the selection,
integration, and use of PGHD for clinical care in ambulatory care settings. These include: 1) the
use of PGHD in telehealth care delivery models; 2) strategic planning on creating a team,
targeting patient populations, and creating value from PGHD; 3) selecting, integrating, and
visualizing data; 4) frameworks for understanding standards and criteria for interoperability; 5)
design principles for diverse patient populations; 6) guidance on which PGHD and associated
devices fall under FDA oversight; and 7) social, ethical, and legal considerations.
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Table 4. Guides and reports related to PGHD

Document Name Organization | Date Key Findings and Elements
Automated-Entry Patient Agency for 2021 | * Evidence review of automated-entry PGHD devices and mobile apps for the prevention or
Generated Health Data for Healthcare treatmentof 11 chronic conditions

Chronic Conditions: The

Research and

+ Characteristics (e.g., interoperability, usability, sustainability, feasibility, fidelity, or

Evidence on Health Quality (AHRQ)* integration into EHRs) of consumer automated-entry PGHD technologies. Found a
Outcomes “possible positiveeffect” of PGHD interventions on health outcomes for coronary artery
disease, heart failure, and asthma. Findings were “unclear”’ regarding PGHD interventions
for obesity, diabetes prevention, sleep apnea, stroke, Parkinson’s disease, and chronic
obstructive pulmonary disease.
* Economic evaluations and value for consumers
Telehealth Implementation American 2020 | « Descriptionoftelehealth, benefits, barriers, and commons uses
Playbook Medical + Timeline of steps: Identifyinga need, forming the team, defining success, vendor evaluation,
Association making
(AMA)* the case, contracting, designing workflow, preparing care teams, patient partnering,
mmplementation, evaluation, scaling
Continua Design Guidelines | Personal 2019 | * Framework ofunderlying standards and criteria required to ensure the interoperability of
Connected components used forapplications monitoring personal health and wellness
Health Alliance® + Standards and implementation guidelines across a series ofareas: systemoverview,
personal health devices interface, services interface, observationupload capability,
questionnaire capability,exchange capability, authenticated persistent session capability,
healthcareinformation systeminterface
Usability and Design Features | Personal 2019 | ¢ Principles of Universal design foraging and health technology
for the Aging Population in Connected * Design principles: equitable use, flexibility in use, perceptible information, tolerance
Connected Health Health Alliance** for error,low physical effort, size and space forapproach and use
Policy for Device Software U.S. Food and 2019 | * Definitions on a mobile platform, mobile app, mobile medical app, regulated medical
Functions Drug device,mobile medical app manufacturer
and Mobile Medical Administration * Regulatory approach for device software functions including when enforcement dis cretion is
Applications (FDA)% exercised
* Examples of what is not a medical device, those for which FDA intends to exercise
enforcement discretion, and software/mobile medical apps thatfallunder FDA
regulatory oversight
The Futures of HumboldtInstitute | 2019 | ¢ Socialand culturalchallenges and questions

Health: Social,
Ethical, and Legal

for Internetand

Society*®

* General legalresearch perspectives fromthe EU and beyond
* General Data Protection Regulation (GDPR)

Challenges * International case studies

Determining Real-W orld Duke-Margolis 2019 | « A framework for how to systematically evaluate whether real-world dataare fit for
Data’s Fitness for Use and Center for Health use byusing verification checks to assess reliability

the Role of Reliability Policy? + Conceptstobe evaluated in assessments ofreliability, including completeness,

conformance,and plausibility ofreal-world data
+ Considerations for applying the framework to EHR data and PGHD
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https://effectivehealthcare.ahrq.gov/products/health-data-mapping/protocol
https://effectivehealthcare.ahrq.gov/products/health-data-mapping/protocol
https://effectivehealthcare.ahrq.gov/products/health-data-mapping/protocol
https://effectivehealthcare.ahrq.gov/products/health-data-mapping/protocol
https://effectivehealthcare.ahrq.gov/products/health-data-mapping/protocol
https://www.ama-assn.org/practice-management/digital/ama-telehealth-quick-guide
https://www.ama-assn.org/practice-management/digital/ama-telehealth-quick-guide
https://www.ama-assn.org/practice-management/digital/ama-telehealth-quick-guide
https://www.ama-assn.org/practice-management/digital/ama-telehealth-quick-guide
http://www.pchalliance.org/continua-design-guidelines
http://www.pchalliance.org/continua-design-guidelines
http://www.pchalliance.org/continua-design-guidelines
http://www.pchalliance.org/resources
http://www.pchalliance.org/resources
http://www.pchalliance.org/resources
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/policy-device-software-functions-and-mobile-medical-applications
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/policy-device-software-functions-and-mobile-medical-applications
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/policy-device-software-functions-and-mobile-medical-applications
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/policy-device-software-functions-and-mobile-medical-applications
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/policy-device-software-functions-and-mobile-medical-applications
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/policy-device-software-functions-and-mobile-medical-applications
https://www.hiig.de/en/publication/the-futures-of-ehealth-social-ethical-and-legal-challenges/
https://www.hiig.de/en/publication/the-futures-of-ehealth-social-ethical-and-legal-challenges/
https://www.hiig.de/en/publication/the-futures-of-ehealth-social-ethical-and-legal-challenges/
https://www.hiig.de/en/publication/the-futures-of-ehealth-social-ethical-and-legal-challenges/
https://healthpolicy.duke.edu/publications/determining-real-world-datas-fitness-use-and-role-reliability
https://healthpolicy.duke.edu/publications/determining-real-world-datas-fitness-use-and-role-reliability
https://healthpolicy.duke.edu/publications/determining-real-world-datas-fitness-use-and-role-reliability
https://healthpolicy.duke.edu/publications/determining-real-world-datas-fitness-use-and-role-reliability

Document Name Organization | Date Key Findings and Elements
Conceptualizing a Data The Office ofthe 2018 | + Strategic planning: defining objectives, business case, securing s ponsorship
Infrastructure forthe National * Defining requirements: gathering requirements, identifying patient-facing technologies
Capture, Use, and Sharing Coordinator for * Implementing: training staff, enrolling patients, sustaining engagement, reviewing
of Patient- Generated Health | Health Information and actingon PGHD, supporting users
Data in Care Technology * Monitoring andadapting: addressing data-related liability, privacy and security laws, and
Delivery and Research through (ONC)#$ regulations
2024: Practical Guide
Conceptualizing a Data The Office ofthe 2018 | * Describes key opportunities and challenges and offers enabling actions that can further
Infrastructure forthe National enhance PGHD capture, use, and sharing for healthcare delivery and research in the United
Capture, Use, and Sharing Coordinator for States
of Patient- Generated Health | Health Information * Provides enabling actions across stakeholder groups: patients and caregivers, clinicians,
Data in Care Technology researchers, policymakers, developers and standards bodies, and payers and employers
Delivery and Research througf (ONC)* « Two demonstration pilots: Validic (Sutter Health) and TapCloud (AMITA Health)

2024: White Paper

Digital Health

American Medical

2018

* Remote patient monitoring and implementation

Implementation Playbook Association (AMIA)> * Timeline of steps: Identify aneed, formthe team, define success, vendor evaluation,
make the case, contract, design workflow, prepare care teams, patient partnering,
implementation, evaluation,scaling

Leveraging Patient-Generated eHealth 2018 | Overview of PGHD, how it’s collected, use in patientcare, support to value-based care

Health Data to Improve Initiative’ reimbursement, data visualization and interoperability, privacy and security

Outcomes and Decrease Cost

Health Industry Cybersecurity | US Departmentof | 2018 | « Managing cybersecurity threats and vulnerabilities

Practices: Managing Threats
and
Protecting Patients

Health and Human

Services (DHHS)*

* Toolkit to help organizations prioritize they cyber threats and develop actionplans

Redefining Our Picture of

American Medical

2017

+ A series of policy recommendations developed across problemstatements: data standards,

Health: Towards a Person- Informatics data governance and ethical frameworks, datasources across the home and community,
Centered Integrated Care, Association participatory methods and citizen science, outcome measures, trust and transparency
Research, Wellness, and AMIA)?? frameworks, and supporting diverse people
Community Ecosystem * Recommendations are reorganized and categorized into a policy framework intended
to promotea person-centered informatics infrastructure and dataecosystem.

Users’ Guide to Patient-Centered 2017 | + Strategy forintegrating PROs in EHRs, governance, training, and engaging users
Integrating Patient- Qutcomes + Targeting patient populations, measuring outcomes, evaluating PRO candidate measures
Reported Outcomes in Research * Displaying PROs in the EHR
Electronic Health Records Institute + Acting upon PROs, pooling data frommultiple EHRs

(PCORD>* + Ethical and legalissues
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https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.healthit.gov/topic/scientific-initiatives/pcor/patient-generated-health-data-pghd
https://www.ama-assn.org/amaone/ama-digital-health-implementation-playbook
https://www.ama-assn.org/amaone/ama-digital-health-implementation-playbook
https://www.ehidc.org/resources/leveraging-patient-generated-health-data-improve-outcomes-and-decrease-cost
https://www.ehidc.org/resources/leveraging-patient-generated-health-data-improve-outcomes-and-decrease-cost
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx
https://www.phe.gov/Preparedness/planning/405d/Pages/hic-practices.aspx
https://www.amia.org/public-policy/redefining-our-picture-health
https://www.amia.org/public-policy/redefining-our-picture-health
https://www.amia.org/public-policy/redefining-our-picture-health
https://www.amia.org/public-policy/redefining-our-picture-health
https://www.pcori.org/document/users-guide-integrating-patient-reported-outcomes-electronic-health-records
https://www.pcori.org/document/users-guide-integrating-patient-reported-outcomes-electronic-health-records
https://www.pcori.org/document/users-guide-integrating-patient-reported-outcomes-electronic-health-records
https://www.pcori.org/document/users-guide-integrating-patient-reported-outcomes-electronic-health-records
https://www.pcori.org/document/users-guide-integrating-patient-reported-outcomes-electronic-health-records

EHR Vendor Survey and Interviews

Of the 9 EHR vendors contacted, 6 completed the survey and 5 participated in a 45-minute
interview. Vendors interviewed serve approximately 80% of the US ambulatory care market.>
EHR vendors described factors that contribute to integration of PGHD into EHRs. Table 5 shows
results from the survey. Table 6 describes themes that arose around success, challenges, and
resources needed.

EHR vendor survey. Of the six vendors who responded, nearly all (n=5, 83%) stated they
allow for PGHD to be integrated (ingested). The timeline since integration began ranges between
2—-10+ years. The five that allow for PGHD to be ingested are further described. All (n=5, 100%)
provide pre-built and custom-built functionality to process and manage PGHD, and PGHD is
part of the original contract for some (n=3, 60%) and an add-on for others (n=2, 40%). Nearly all
(n=4, 80%) allow for a ‘bring your own device’ (BYOD) model, and most (n=3, 60%) allow for
PGHD to be received out of the patient portal.

Some have functionality to notify providers and patients (n=3, 60%) if PGHD need action or
are out of range. Vendors provided further details as comments to these questions. It is an
implementation decision to select what type of notifications the client (clinic) may want based on
the PGHD. PGHD may appear in a dashboard for clinicians to review to identify patients with
high risk in need for outreach. Triggers can automatically send messages to providers or page a
nurse pool based on incoming data. Notifications can also be developed that remind patients to
complete PROs, submit data, or perform action based on data received.

All (n=5, 100%) stated their EHR has the capability to send patient data from the EHR to
mobile health apps. All use 1OS HealthKit (n=5, 100%), some use Android’s Google Fit (n=2,
40%) and other partner platforms (n=2, 40%) to integrate PGHD. HealthKit is easier for vendors
to leverage due to the maturity of the Health App which provides data and security
standardization. Three vendors (60%) responded their tool provided these data from mobile
health apps in graphical format for clinicians within the EHR. The variety of data that could be
ingested varied by the aggregator source. iOS HealthKit allows for a variety of data to be
tethered to the Apple Health App. Thus, any data integrated with HealthKit could be pulled in.
Similarly, partnering with a data aggregator company like Validic or Raziel Health allows for
additional types of data to be pulled into an EHR. Other partner vendors reported included
Livongo, TytoCare, IdealLife, Fitbit, Garmin, Omron, Qardio, iHealth, Welch-Allen, and
Withings. While it may be technically possible to pull in dozens if not hundreds of data types
from remote health monitors and PRO surveys, the need or value to do so must be tied to a care
delivery model.

With regard to the transfer of data, all (n=5, 100%) allow for passive transfer while most
(n=4, 80%) allow for push, active, and pull. The technical approach by vendors varies with FHIR
(n=4, 80%) standard APIs (n=3, 60%), and web services (n=3, 60%). The use of standardized
medical coding terminologies (e.g., SNOMED, LOINC) varied across vendors. Leveraging
FHIR was recommended and encouraged to create data standards across the industry to facilitate
mntegrating mobile health app datainto EHRs. None of the vendors use design schemas such as
Open mHealth or IEEE P1752 standards process.

Only one vendor (20%) stated they were able to consume or translate incoming PGHD into
another language, which was Spanish. Though it was stated that clients that work with this
vendor have the ability to translate data into other languages, it was unclear if anyone has done
this yet. Three (60%) provide PGHD resources through their patient portal. These resources may
include instructions for connecting devices, collecting and uploading data, and what to do if
results are out of normal range. Some vendor systems allow patients to connect to supported
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devices without practice assistance or tech support (n=3, 60%), and some require a clinic to

activate prescribed devices (n=3, 60%).

Table 5. EHR vendor survey responses (N=6)

Question Answer Number (%)
Does your EHR allow for PGHD to be ingested? (N=6) Yes 5(83)
No 1 (17)
Do you allow for a bring your own device (BYOD) model? (n=5) Yes 4 (80)
No 1 (20)
To process and manage PGHD does your EHR require custom-built | Both 5(100)
or pre-built functionality, orboth? (n=5)
Is PGHD inclusion part ofthe original contract with clients oran add- | Original contract 3 (60)
on? (n=5) Add-on 2 (40)
Can PGHD be received outside ofthe patientportal? (n=5) Yes 3 (60)
No 2 (40)
Is PGHD accessible by providers/healthsystemto intervene? (n=5) Yes 4 (80)
No 1 (20)
Does your EHR have functionality to notify providers regarding Yes 3 (60)
PGHD (e.g., exists,needs action, oris out ofrange)? (n=5) No 2 (40)
Does your EHR have functionality to notify patients regarding PGHD | Yes 3 (60)
(e.g.,exists,needs action, oris out ofrange)? (n=5) No 2 (40)
Does your EHR have the capability to send patient datafromthe EHR | Yes 5 (100)
to mobile health apps? (n=5) No 0(0)
Does your EHR allow for the push/active or pull/passivetransfer of Push, active and pull 4 (80)
PGHD? (n=5) Passive 5 (100)
What technical approachto PGHD integration does your EHR HL7 4 (80)
support? (n=5) FHIR 4(80)
Standardized APIs 3 (60)
Web services 4 (80)
Does your EHR use design schemas suchas Open mHealth? (OmH; Yes 0(0)
IEEE P1752 standards process)? (n=5) Not sure 4 (60)
No 2 (40)
What platforms does your EHR partner with to integrate PGHD? (n=5)| iOS HealthKit 5 (100)
Android Google Fit 2 (40)
Other 3 (66)
Does your EHR have the ability to translate PGHD in different Yes 1(20)
languages? (n=5) Not sure 1(20)
No 3 (60)
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Question Answer Number (% )
Are there readily available resources through your patient portal for Yes 3 (60)
patients about PGHD? (n=5) Not sure 1(20)

No 1 (20)
Patients havethe ability to easily connect to supported devices Yes 3 (60)
without practice assistance or tech support (n=5)
Patients require a clinic to activate prescribed devices (n=5) Yes 3(60)

EHR vendor interviews. Table 6 describes themes and descriptions from EHR vendors on
the successes, challenges, and resources needed to make the integration of PGHD actionable.
Organizational support and readiness to use PGHD in a meaningful way are needed for success.
A variety of factors influence the success of PGHD to improve health outcomes and create value.
This includes clinical champions, a patient-focused approach, and data and device governance in
which PGHD are part of a targeted care delivery model. Other factors include interoperability
and economic viability. Challenges arise when a well-resourced plan with all stakeholders is not
the approach. Resources such as educational support for clinicians and patients, and technical
support for patients are key.

Table 6. EHR vendor interview themes

PGHD

Successes and

Challenges Theme Description

Successes: Organizational Organizations need to invest and prepare for the use of
Factors that support and PGHD. This requires consistent organization-wide processes
contribute to the | readiness on how to leverage PGHD, marketing representation to create
success of value for patients, and buy-in across the enterprise.

making Clinical Physicians, nurses, case managers, social workers, and other
integration of | champions roles need to advocate and champion the use of PGHD for

PGHD
actionable

patient care. Champions must be maintained over time, or
interest may fade.

Robust care
delivery model

PGHD need to be tied to clinical focus (e.g., congestive
heart failure [CHF], hypertension). This allows for data and
devices to be selected that are appropriate for specific
clinical outcomes and targeted to the care delivery model
allowing patient self- management and clinical decision-
making. This permits data governance and protocol
development to understand how to act upon the data by
patients and providers. Processes need to create value and
not increase burden on the care team.
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PGHD
Successes and
Challenges

Theme

Description

Data governance

PGHD need to be valid, accurate, and well managed with
rules to make them useful, timely, interpretable, and effective.
Collection and interpretation must be tailored to the clinical
focus and population. Protocols and triggers need to be
incorporated into the EHR to encourage patient self-
management and clinician decision making. Data analytics are
needed to discern signal from noise. Decisions need to be
made as to how data will be analyzed over time and in a
tailored time window. Data density, when data are missing or
too frequent, requires protocols for how to deal with changes
in data frequency over time. Data need to be aggregated
across sources and visualized in a dashboard with clinical
decision supporttools.

Device
governance

Devices could be a BYOD model, managed by clinics or by a
vendor. Devices could be delivered as a kit that collects data
specific to the clinical focus. Multiple devices may be needed
but can contribute to complexity. The approach may be
influenced by the type of EHR vendor the clinic or health
system contracts with.

Interoperability

Data need to be exchanged seamlessly across geographic

boundaries between disparate organizations, systems, and
sources. Consistent standards are critical and may include
HL7 and FHIR.

Patient-focused
approach

Data and devices need to be useable and appropriate for the
target population. The demographics of the patient
population need to be considered (e.g., use of iOS or
Android, technical literacy, broadband access, physical
dexterity).

Technical
support

A fundamental requirement is to provide support for
patients across the lifespan in diverse environments.
Support ought to be provided by a technical person from the
clinic or organization, the device manufacturer, or
outsourced. Clinical staff, such as RNs, are not the best fit
for this role.

Economic
viability

The use of PGHD needs to be incorporated into the business
model of the organization to demonstrate revenue generation
or cost savings.

Challenges:
Factors that
contribute to
challenges of
making
integration of
PGHD
actionable

Lack of
regulations and
industry
standards

Data need to be standardized across the industry. There are
disparities in EHRs, devices, and applications. Not all
EHR vendors use consistent standards, such as FHIR.
Standards for some EHR vendor platforms are not as
mature as others.

Poor data
governance

Protocols are needed to create value from PGHD.
Analysis of disparate data sources and determining how
and when to act upon data are critical. Organizations may
struggle with the legality of PGHD.
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PGHD
Successes and

Challenges Theme Description
Patient Technical and data literacy must be considered for the target
technology population. Access to broadband internet, particularly in
hurdles rural locations, may be a hurdle. Patients need to be
proficient with how to use devices, particularly multiple
devices, which can be amplified for patients who have
multiple chronic illnesses and who are often older.
Manual data Automated data entry is needed when possible.
entry and lack of | Resources should be dedicated so that data are
analytics programmed to be automatically ingested by software
to create meaning and value for patients and
clinicians.
No care delivery | PGHD cannot live in a vacuum. Responsibility for the data is
model needed and it needs to be tied to health outcomes to select the
most appropriate data type and device in order to create
value. There remains a lack of national standards around care
models for PGHD.
Resources Clinical Organizational investment is needed to develop use cases for
needed to application and PGHD in a variety of care models. Data procedures include
support PGHD | data processes governance, protocols, and processes that guide the use of

PGHD for clinical decision making and patient self-
monitoring that meet patient outcome, regulatory, and
legality needs.

Clinical Clinicians need dedicated time to incorporate PGHD into
work flow their clinical workflow.

capacity

Educational Education and training need to be provided to all end users

support for
patients and

to understand the benefits and limitations to PGHD.

providers
Technical Technical support to patients across the lifespan in diverse
support environments provided by a technical person.

Vendors described that most clients collect PGHD through surveys that are offered through

their patient portal. This may include information being collected before or between clinic visits.
COVID-19 has increased use of surveys to collect information on symptoms, exposure, and
testing. Less common is the use of remote monitoring devices.

The use of remote monitoring devices is offered in a variety of ways, depending on the
relationship between ambulatory care clinics and the EHR vendor. The vendor may offer devices
in a ‘kit model,” where the patient receives a suite of devices tethered toward a clinical target
area. For example, patients with hypertension may receive a Bluetooth-enabled blood pressure
monitor and in-home wireless scale. Similar kits for COVID-19 symptoms are on the rise for
temperature, blood pressure, and pulse oximetry remote monitoring. The rise of the Hospital at
Home model is a similar and quickly growing care delivery model that is accelerating the use of
PGHD integration. Third-party vendors may offer device kits and provide tech support. These
are negotiations between the clinic or health system, EHR vendor, and device vendor.
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Decisions to implement are driven by the clinical side, while the EHR and device vendor
provide development support. Development, implementation, and testing usually takes 6-12
months, though prioritized topics canhave accelerated timelines. Development and development
costs are unique to the EHR vendor and their relationship with the clinics. This influences the
way in which PGHD is financed, which could be by per-patient transaction.

EHR vendors stated their systems undergo full security assessments. Data are more protected
once they come into the EHR ecosystem, which could be through a patient portal or via API
from a device company. Security with devices and their associated apps needs to be worked out
with the respective device companies. Risk is held on the patient’s side before data cross into the
EHR, and data may not fall under privacy and security regulations. Patients should be
encouraged to use standard security approaches, such as user authentication, and to limit health
information exchange with third-party apps. Limited regulations around PGHD and consumer-
based devices makes this an ongoing challenge.

Policy, Regulation, and Reimbursement

Even though Americans are now transmitting their personal data via the internet atan
exponentially higher rate than in the past, the legislative patchwork at the Federal level
governing data privacy is complex and incomplete. While some Federal laws and regulations
address aspects of data privacy and reimbursement related to the use of PGHD, significant gaps
remain. Policymakers may want to consider supportive policies pertaining to cybersecurity in the
transfer of data from devices into EHRs, and a comprehensive payment policy that incentivizes
clinicians to use PGHD to facilitate actionable clinical decision-making. An effective payment
policy will need to help ambulatory care settings overcome the technical and workflow
challenges associated with integration of PGHD into their EHRs as well as optimize best
practices in patient engagement and chronic care management.

Data Privacy and Security. The Health Insurance Portability and Accountability Actof 1996
(HIPAA) includes the most relevant provisions for healthcare providers governed by HIPAA.
Under HIPAA, healthcare providers must treat protected health information (PHI) according to
rules set forth in several HHS regulations known as the “Privacy Rule,” the “Security Rule,” and
the “Breach Notification Rule.”>¢

The HIPAA Privacy Rule establishes safeguards to protect PHI and patient rights to
understand how their data may be used and shared. With respect to sharing, HIPAA’s privacy
rules generally prohibit covered entities from using or sharing PHI with third parties without
patient consent, unless such information is being used or shared for treatment or payment, among
other exceptions.>” Additional Federal guidance is needed to determine whether these provisions
would require ambulatory care settings to obtain a patient waiver before integrating PGHD into a
patient’s EHR. Distinct requirements concerning consent forms may also pertain to children who
participate in an ambulatory care setting’s PGHD program. The Children’s Online Privacy
Protection Act (COPPA) may require providers to obtain parental or guardian permission to
collect identifiable information from patients under the age 13.%%

Data sharing with vendors. Ambulatory care settings may want to pay particular attention to
data security when working with third-party vendors who capture and analyze a patient’s data
before providing patient summary reports to providers. The ONC reports that before reaching the
EHR, PGHD “may be at risk for security breaches because they are not subject to the same
security regulatory framework as providers who are regulated by HIPAA. Concerns include
msecure points of data collection and insecure data movement that potentially expose the device
or the clinician’s information system to pollutants, such as malware. There is growing potential
for risks related to unauthorized access, including cyber threats.”® The Security Rule requires

26



covered entities to maintain administrative, physical, and technical safeguards to prevent threats
or hazards to the security of electronic PHI. The technical safeguards must include transmission
security measures designed to “guard against unauthorized access to electronic PHI that is being
transmitted over an electronic communications network.” These measures must have “integrity
controls” to ensure the electronically transmitted PHI is “not improperly modified without
detection until disposed of” and mechanisms “to encrypt electronic protected health information
whenever deemed appropriate.”*® Ambulatory care settings intending to support the movement of
patient data into their EHRs should work with their information technology and security experts
to ensure safe movement of these data.

PGHD, like all PHI, is atrisk for security breaches. These data can be at particular risk
during transfer using devices connected to the internet.* Ambulatory care settings should have
robust practices in place that minimize risk of data security threats. For support in establishing
robust organization-wide cybersecurity practices, the Health Sector Coordinating Council
(HSCC), in partnership with the U.S. Department of Health and Human Services, produced
“Health Industry Cybersecurity Practices (HICP): Managing Threats and Protecting Patients.”
This practical guide includes volumes, resources, and tookkits to support small, medium, and
large healthcare organizations establish robust cybersecurity practices.®!

Patients engaging in PGHD may have a limited or incorrect understanding of when data
about their health is protected by law, and when it is not. For example, they may incorrectly
think HIPAA provides standards for privacy and security in all contexts, where no such universal
protections exist. The more information collected and transferred, the greater the cybersecurity
threat. Thus, individual users may make avoidable mistakes that could increase cybersecurity
threats related to PGHD. When selecting vendors with whom to partner, ambulatory care settings
should consider which can ensure the data security and privacy for their patients and their
settings.

Proposed CMS rule regarding the exchange of health data with patients and payers.*®*
CMS’ proposed rule, December 10, 2020, strives to improve the electronic exchange of health
data among payers, providers, and patients, and streamline processes related to prior
authorization. In addition to proposing new requirements on payers regarding prior authorization
and the exchange of health data, the proposed rule would impose new methods for enabling
patients and providers to control sharing of health information, place new requirements on the
exchange of behavioral health information, reduce the use of fax machines for healthcare data
exchange, and accelerate the adoption of standards related to social risk data. Ambulatory care
settings will want to look for the forthcoming Final Rule to ensure that their programs align with
any new requirements.

Reimbursement for PGHD. Public and private payers are increasingly using payment to
support use of PGHD for remote patient monitoring. However, what is covered and for what
amount varies significantly by payer and geography.

Medicare, our Nation’s Federal program covering healthcare services for individuals 65 and
older and certain individuals with permanent disabilities, covers certain activities related to
PGHD. As of 2018, Medicare-qualifying clinicians can seek reimbursement using CPT Code
99091 for time spent on collection and interpretation of health data generated by a patient
remotely, digitally stored, and transmitted to the provider, at a minimum of 30 minutes of time in
a 30-day period per patient.®* Since 2015, qualifying clinicians can seek Medicare reimbursement
for Chronic Care Management Services conducted on behalf of certain Medicare beneficiaries
with multiple chronic conditions and for transitional care programs.®* Incentive payments that can
be applied to PGHD review are also available through Medicare’s Physician Payment System®*
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that rewards clinicians who meet certain performance metrics under the Quality Payment
Program (created by the Medicare Access and CHIP Reauthorization Actof 2015 [MACRA]).%

Medicaid, a joint Federal-State program that finances the delivery of primary and acute
medical services and long-term services and supports to diverse low-income populations,
provides coverage for remote patient monitoring in many States. According to the Center for
Connected Health Policy (CCHP), the federally designated National Telehealth Policy Resource
Center under the Federal Telehealth Resource Center Program, 21 State Medicaid programs offer
reimbursement for remote patient monitoring as of fall 2020.°° Because reimbursement policies
vary significantly by State, ambulatory care settings eager to obtain Medicaid reimbursement
should check with their State Medicaid representatives and review CCHP’s State Telehealth
Laws and Reimbursement Policies, which is updated periodically.®

Many private payer insurance plans also reimburse for PGHD used for remote patient
monitoring services; however, Federal law does not require these payers to do so. As a result,
significant variation in coverage rules are also found with these payers. Any reimbursement
program established by an ambulatory care setting will need to navigate significant variation
across these payers to compile its unique patchwork reimbursement program.

New value-based payment models create incentives for use of PGHD. New reimbursement
models, such as alternative payment models, are shifting from payment for individual services to
payment for episodes of care, overall care, and patient outcomes. These new payment models
can provide clinicians with great flexibility in care delivery, enabling them to establish remote
patient monitoring initiatives to minimize the need for face-to-face encounters and emergency
room Visits. As participation among ambulatory care settings in value-based payment models
grows, so too will opportunities for ambulatory care settings to engage in PGHD initiatives.

Chapter 4. Summary of Results

Scoping Review - the Evidence

Consistent with previously reported findings by Tiase et al., there are limited studies on the
mtegration of PGHD in ambulatory care practices. Nevertheless, the rate of expansion of these
studies in recent years is promising [Table 1]. In one year, through October 2020, 14 additional
studies that met similar inclusion criteria reported on the usage of PGHD that integrated into the
EHR.

Given that few studies have been published on the topic of PGHD integration, much work
remains to be done. First, only three studies focused on the integration process of PGHD in the
EHR. This left us having to glean information from the remaining studies that were deemed
relevant. Furthermore, few studies truly evaluated patient healthcare outcomes in a randomized
controlled fashion. This, too, represents an important gap in the literature. While we may intuit
the benefits of PGHD collection and integration inthe EHR, much remains to be evaluated with
respect to the costs/benefits of source of data collection, the influence of PGHD alert systems on
provider adherence to guidelines, and the specific role that PGHD types have on patient
outcomes.

Our findings also demonstrated a balance of studies on the use of biometric data and survey
questionnaires. Only one group reported on the use of free-text histories.®” Patients had a positive
experience with this approach. Nevertheless, there was limited information on the providers’
utilization of data collected from free-text reports. As the success of PGHD use is highly
dependent on provider adoption, the data need to be formulated in a manner that maximizes the
ease of use for providers. As such, while we believe free-text patient reports will invariably have
a space in PGHD, likely provider adoption will be higher for discrete data elements.
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Discrete data elements are collected for biometric data and PRO measures. Of the 18 studies
that reported capturing biometric data, we found that many involved patient self-documentation
of biometric data. For instance, Moore et al. had patients manually input home-measured blood
glucose, blood pressure, or pedometer recordings.®® Others collected the data passively from the
patients’ devices. These instances required the use of third-party applications to collect device
data (predominantly Apple HealthKit), which integrated data into the EHR.

While there has been general sentiment on the benefits of passive data collection, it is
unknown whether a patient’s active imput of PGHD could contribute to improving health
outcomes. Such questions around the psychological implications of increased patient awareness
of collected biometric data due to manual collection of the data still needs exploration. Passive
data collection also raises the question of data collection and transfer frequency. There seemed to

be stark variation in biometric data collection frequency from the order of seconds**to daily or
less frequent.?4¢°7° There seems to be a need for evaluation of the clinically meaningful needs for
data collection compared to potential operational and research interest in more data. Such a
discussion needs to consider the ethics of appropriate patient consent for data collection and
communication of the data use. As PGHD tools are developed and utilized in healthcare, the
field needs to consider protections that ensure that collected PGHD are necessary for clinical
care. Certainly, any alteration to data type and collection frequency for research purposes needs
patient consent with alternatives to participation offered.

Frequency of data transfer raises its own challenges. One study reported that high-volume
data transfer resulted in patient portal app errors, solved by batched data upload.”! This raises
security concerns around data storage on user device or third-party cloud platforms.The use of
PROs was also high amongst our included studies. PROs are excellent sources for patient
healthcare information. While studies evaluated different PROs, we were able to extract general
PRO themes. Studies focused on quality of life/function measures, symptom severity measures,
and medication utilization. We did not directly assess findings on differential patient or provider
usage in one study as compared to another, but such information needs to be assessed in future
analysis. Understanding whether patients or providers underutilize particular data metrics, and
why they underutilize such metrics, could help support the selection and adaptation of the most
appropriate PRO measures. Selection considerations may include PRO length or completion
time. From a user-centered design, survey lengths have previously been noted to significantly
impact survey completion rates.’”> One proposed method to improving survey completion time is
the utilization of computerized adaptive testing (CAT). However, only two studies, stemming
from the same institution, reported utilizing CAT.”*’* We suspect that CAT utilization remains
low because of the lack of validated CAT PROs. This means that groups such as the
aforementioned would need to also face the challenge of developing and validating their own
CATSs.”*7* While we did not directly assess whether the PROs utilized were validated, we believe
it is vital to use validated instruments to avoid group data underrepresenting, overrepresenting, or
not reporting the communicated outcome. Further, use of unvalidated tools can reduce clinician
buy-in for the use of PGHD in the augmentation of clinical care.

Best Practices

There were several themes that appeared to contribute to group success within our review.
Amongst these, early stakeholder involvement contributes to project success and clinician
adoption. Some clinicians reported skepticism and concern around the use of PGHD, with many
focusing on the impact of PGHD integration on increasing workload. Early inclusion of clinician
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stakeholders, however, mediates these concerns by ensuring system selection of relevant PGHD
tools that improves care outcomes and efficiency. Furthermore, early inclusion of clinician
stakeholders increases data usage. In part, this means the assignment of a clinician champion
who serves to interface between the project build team and clinicians. Stakeholder involvement
should extend to the care team, management, quality improvement specialists, and patients.

Direct integration of PGHD in the patient portal is a common approach used by many of the
evaluated studies. Collection of PGHD through the patient portal limits multiple elements of data
collection complexity, including user authentication of input data, given that only patients input
their data directly into the patient portal. Furthermore, this limits the build complexity by not
requiring interoperability between an external app and the EHR. Nevertheless, at present this
approach only works for manual input of user data. In the case of passively collected biometric
data, the data must still be collected on a third- party platform and secondarily integrated in the
EHR. While users seemed to prefer inputting data on their phone apps, some reported preference
for web apps on their computer, and others preferred pen and paper. Offering each of these as an
option for data collection (particularly for PROs) takes into account not only user preference, but
also user technology access and digital health literacy.

Operationalizing the use of PGHD also seemed an important practice across many of the
included studies. That meant the study teams needed to develop workflows for practical
mterventions based on the collected data. It also meant they needed project-specific coordinators.
These coordinators functioned to evaluate PGHD mput by patients, review by providers and, in
some instances, arbitrators of PGHD- related alerts. Based on our review, this support role
seemed important to limiting the potential increased burden of PGHD use on providers. As
PGHD is incorporated in the EHR in increasing quantities, however, clarity will need to be
developed about the training for such a support role and the extent to which these coordinator
roles could span across different PGHD types.

Finally, a best practice noted by our group was the review of project success and active
alteration of design to meet rising challenges. Reminiscent of the Plan-Do-Study-Act (PDSA)
cycle, many groups utilized this cyclic approach due to inevitable challenges that arose during
project development. For instance, Marquard et al. specifically reported that in anticipation of
patient-facing technical challenges, they designed a preliminary study of 26 patients, analyzing
and logging technical issues that arose, adapting their project to the noted challenges.”> We
believe that in order for integrated PGHD projects to succeed, a similar approach that evaluates
project challenges and adapts to them is necessary. This requires that stakeholders develop
assessments of the elements deemed necessary for project success. That includes evaluation of 1)
user experience including the patient, provider, coordinator, and other stakeholders; 2) hardware
function; 3) software security; 4) data integrity; and 5) evolving regulatory policies influencing
the project.

Concerning Gaps

The majority of included studies are based out of academic medical centers and utilize the
Epic EHR. Both are not representative of the standard ambulatory practice. Equipoise
assessments of the integration of PGHD in group and individual private practices (which make
up the majority of primary care practices in the USA’¢) need to be conducted.

EHR Vendor Survey and Interviews

Feedback from the EHR vendors highlighted the evolution that PGHD is undergoing as tools
for patient care delivery. Over the past decade, PGHD use has steadily increased as access to the
mternet and smartphones have proliferated. Pathways for data from devices or surveys to be
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brought securely into the EHR are increasing. Geographic barriers are falling and allowing for
PGHD to be transmitted in near real- time from environments that patients spend more of their
lifetime in. There are a variety of models that can be adopted in the integration of PGHD.
Ambulatory care clinics are able to partner with EHR vendors, and other partner vendors such as
data aggregators (e.g., Validic, Raziel Health) or device companies (e.g., Omron, Qardio,
Withings) to build frameworks and support for PGHD to be used for a variety of clinical needs.

Vendors reported using iOS to pull in a variety of PGHD to their EHRs and largely support
the Apple ecosystem. Android is not as well supported, though. This is a concern, given that
approximately 38% of the U.S. market is Android.”” Few vendors allow for multi-language
support, with only one reporting to allow for data to be ingested in Spanish. These factors have
the potential to contribute to disparities in healthcare access among under-served populations.

There are disparities in EHRs, devices, and applications. Vendors discussed the lack of
regulations and enforced standards around PGHD. While standards such as FHIR are
encouraged, they are not used exclusively. Fortunately, new interoperability rules from ONC will
boost the exchange of data through APIs and FHIR standards.

Table 6 describes a variety of factors that contribute to the successes and challenges of
mtegrating PGHD. Vendors stressed the importance of organizations ivesting in robust care
models, secure and interoperable technology, data and device governance, and providing
resources, technical support, and planning to bring value to the use of PGHD.

Reports, Guides, and Policies

A variety of implementation guides and resources are available on websites from government
agencies, professional organizations, and nonprofits. Table 4 presents documents that cover a
variety of aspects important to the selection, integration, and use of PGHD for clinical care in
ambulatory care settings.

Many decisions and aspects are important to the use of PGHD that range from clinical to
technical and legal. The policy landscape surrounding PGHD evolves quickly, and it is important
for ambulatory care clinics to be familiar with topics ranging from reimbursement to FDA
clearance for devices.

Recommendations

We present a thematic summary of recommendations (Table 7) from the scoping review
(Tables 1, 2 and 3), reports (Table 4), policies, and data collected from the EHR vendors (Tables
5 and 6). Recommendations from this environmental scan were reviewed by the TEP and will
mform the development of a practical guide for ambulatory care providers as they approach the
mtegration of PGHD.

Table 7. Recommendations for the imple me ntation of PGHD into EHRs

Recommendation Details
1. Develop a Strategy or e Plan for a phased approach — explore, prepare, implement
Blueprint Engage leadership

Conduct a stakeholder analysis and needs assessment
Define success and create goals

Assess the business case, including reimbursement and
savings opportunities

e Evaluate the EHR vendor capabilities and devices along
with 3"-party vendors, as relevant

2. Identify Champions and e Identify clinical champions — physicians, nurses, case
Early Adopters
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Recommendation

Details

managers, and others

Take a team approach involving all stakeholders (e.g.,
clinicians, staff, IT, patients)

Identify clinical sites to serve as early adopters

3. Tie PGHD to a Care
Delivery Model

Tie to a clinical focus (e.g., hypertension, CHF)
Establish quality monitoring

Select the PGHD and then tools (questionnaires, biometrics,
devices)

Understand regulatory requirements such as those from
ONC and CMS

4. Design the Workflow

Prepare a care team

Partner with the patient

Develop consistent processes across the institution on the
use of PGHD

Processes should not increase burden on the care team

5. Use a Patient-Focused
Approach with a Health
Equity Lens

Be inclusive across diverse patient population
characteristics

Address health literacy and technical literacy

Address capability to use a tool (e.g., dexterity, vision,
voice) that may be influenced by age, culture, illness,
or chronic condition

Assess access to broadband and internet connectivity
Assess smartphone operating system of the target
population: iOS vs. Android

Engage patients over time — motivate and incentivize

6. Leverage a Robust
Technology Architecture

Use interoperability standards such asFHIR

Data should exchange across disparate organizations,
systems, and sources

Integrate data views for clinicians and patients

Invest in security and privacy that meet HIPAA
requirements and protect patient data

7. Create Data Governance

PGHD need to be valid, accurate, and well-managed to
make it useful, timely, and effective

Collection and interpretation must be tailored to the clinical
focus and patient population

Automation, to the extent possible, is key

Create protocols to act upon PGHD for patient self-
management and clinical decision making

Synthesize data across multiple sources

Incorporate data analytics to discern signal from noise
Make decisions on how to analyze data over time in tailored
‘time windows’

Address data density — data missing, too frequent, and
changes in frequency over time

Visualize data in a dashboard (within the EHR is preferable)

8. Create Device Governance

Decide who manages devices — clinics, vendors, or BYOD
model
Review the contract with the EHR and device vendor
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Recommendation Details

e Review FDA regulatory requirements

e Include devices that are tied to the clinical focus as a kit

e Be mindful that, while multiple devices may be needed,
complexity will increase for all users

9. Provide Guidance and e Train staff
Education to Stakeholders e Provide accessible educational materials to staff and
patients
e  Market the benefits of PGHD inside and outside the
organization

e Teach patients how to use devices and interpret PGHD to
manage conditions.

10. Implement and Adapt e Pilot test
through Iteration e Enroll patients, and set clear expectations
e Obtain feedback from stakeholders, and improve processes
through iteration

e Evaluate new PGHD and tools
e Review new practice guidelines, liability, privacy, and

security standards
11. Evaluate Against Metrics e Assess against metrics: patient numbers, reductions in no-
and Goals shows, clinical outcomes, satisfaction

Measure against goals
Drive economic viability for a sustainable business model

12. Plan for Maintenance and
Scaling

Promote success throughout the organization
Maintain or engage new clinical champions
Budget and secure financing for growth

13. Provide Technical Support Provide dedicated technical support for staff and patients

and families across the lifespan

e Support can be provided by the clinic/health system, device
manufacturer, or outsourced

e C(linical staff, suchas RNs, are likely not the best fit for this

role

Chapter 5. Discussion

The Rise of Health at Home

The U.S. healthcare system is in a transitional period. Data traditionally collected in a clinic
or hospital setting are now able to be collected in everyday environments of patients. Current
primary care models often revolve around series of episodes rather than functioning as a
continuum.”® The ability to transition from collecting discrete episodes of data in a clinic setting
where patients spend little “life” time, to a model to where patients collect data throughout the
day where they “live,” provides opportunities to deliver more personalized care. Capturing these
data facilitates patients and clinicians to better understand and predict illness dynamics and to
develop approaches to improve health outcomes and deliver personalized care when it is most
needed:’® at home.

Our formal scoping review provides evidence and examples from peer-reviewed literature on
the integration of PGHD into EHRs across a variety of care delivery models in ambulatory care
settings. This growing published evidence is reflected in the feedback from EHR vendors.
Vendors described a developing healthcare landscape in which they partner with healthcare
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mstitutions to leverage PGHD to improve health outcomes and improve care coordnation. To
create value from PGHD, however, requires investment, commitment, and an understanding of
many variables that influence the success and challenges of PGHD to improve patient outcomes,
care coordination, quality, and cost-effectiveness.

COVID-19 and the Rise of Telehealth

The COVID-19 pandemic accelerated the use of digital health. As social distancing measures
were enforced, care providers were motivated to collect data from patients remotely. While
mitially focused on telehealth models of care using video visits, as the pandemic unfolded, other
models of care that integrate PGHD grew. As the investment in technology infrastructure, easing
of regulatory hurdles, and opportunities for reimbursement occurred, avenues to leverage PGHD
as part of formal care delivery models are on the rise. Hospital-at-home programs are one
example of a growing market where patients collect data in their home, and a team of clinicians
monitor data and provide care as appropriate at a distance or in the home, if needed. While these
programs began prior to the pandemic, pressure to collect data ata distance fueled the need for
new and safe approaches to care delivery. While promising, adoption of health IT systems has its
problems, including clinician and patient burden due to design and implementation issues that
have resulted in poor usability and workflow integration challenges.! The ONC Cures Act Final
Rule has provided much-needed regulation, structure, and incentives to help alleviate challenges
and support seamless and secure access, exchange, and use of electronic health information.”

As COVID-19 tested health-system capacity, virtual care and remote monitoring grew in the
spotlight to deliver care amid social distancing efforts to prevent virus spread.®® Regulatory and
reimbursement barriers fell, and investment grew for telehealth facilitating remote care delivery.
The FCC COVID-19 Telehealth Program, for example, provided $200 million in funding as part
of the Coronavirus Aid, Relief, and Economic Security (CARES) Act to expand video-visit
capacity.®! This first round of the program supported the use of telehealth to 540 healthcare
programs across the United States. The FCC’s Connected Care Pilot Program provides up to
$100 million to improve broadband connectivity in underserved parts of the country where
access to care is limited or hindered.®

While telehealth programs expanded, EHR vendors described how COVID-19 slowed
implementation of projects nationally for PGHD in the beginning of the pandemic. At the same
time, the rapid shift to remote care delivery promoted pockets of innovation in the use of PGHD
for monitoring COVID-19- positive patients. One such example was a partnership between
Cleveland Clinic and Epic. As reported by news media, they developed a 14-day interactive care
plan through the patient portal where patients can enter symptoms, temperature, and oxygen at
home, while clinicians monitor them from afar.??

As we enter the next phases of the pandemic with vaccine distribution, the implementation of
PGHD in ambulatory care settings is gaining speed. Healthcare systems are implementing new
models of care delivery, such as hospital-at-home programs, as reimbursement for remote care
delivery becomes more certain. The University of Michigan deployed a patient-monitoring at-
home kit for patients positive for COVID-19.% The kit includes a Bluetooth-enabled blood
pressure cuff, thermometer, and pulse oximeter tethered to a tablet that sends vitals and
symptoms data two to four times per day to RNs and MDs for monitoring. If data are abnormal,
an RN is alerted, in which case they conduct a video visit and escalate if appropriate to an NP,
PA, or MD. With a focus on CHF, cirrhosis, and other comorbid conditions, preliminary findings
demonstrate a decrease in readmission rates and ED utilization pre- versus post- utilization.
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PGHD and Ambulatory Care

A growing number of telehealth vendors provide technology-enabled services that integrate
PGHD.*’ Banner Health, for example, partners with Cerner and Xealth to simplify how clinicians
prescribe digital health for telehealth and remote patient monitoring. Clinicians are able to
prescribe digital therapeutics, smartphone, and internet apps as tools that connect with the EHR
for chronic disease management, behavioral health, maternity care,and surgery prep.®¢

Results from the environmental scan reflect this importance to incorporate PGHD in tailored
care delivery models. A team approach across medicine, nursing, pharmacy, population health,
and other health professionals is needed. In particular, case managers and nurses are well suited
to be significant stakeholders in the management of PGHD. A team approach that uses nurse-
managed protocols may have positive effects on the outpatient management of adults with a
range of chronic conditions.?’” A number of studies demonstrate leveraging PGHD in patient
populations, including those with CHF®*®, acute coronary syndrome,** dermatology®, oncology,*®
and heart rate data for cardiologist review.3°

Semantic Interoperability

The ability for computers to exchange data with shared meaning allows for accurate and
reliable communication. When a common vocabulary is achieved (also known as
mteroperability), data and information canbe exchanged across networks using mutually
accepted protocols. This fosters a number of healthcare mitiatives for quality improvement,
population health management, and notably the use of PGHD for patient care delivery and
clinical decision making. Given the diversity of data sources from connected devices, PRO
surveys, mobile apps, and more, it is critical that standards be used across the industry that allow
for interoperable data exchange. Supporting patients through data capture and transfer into EHRs
is highly complex. Standardized interoperable data interfaces such as HL7’s SMART and FHIR'
are becoming increasingly important. With the rollout of new ONC interoperability rules
requiring healthcare providers who receive CMS payments to use FHIR-compatible apps for
patient data, adoption will likely accelerate.

Many institutions have demonstrated success with leveraging FHIR to integrate PGHD into
their EHRs for patient care delivery.*®*° This allows for the transferability and adoption of PGHD
to other health systems and ambulatory care clinics using a common framework. Interviews with
EHR vendors stressed the importance of adopting industry-wide standards such as FHIR to
prevent “reinventing the wheel.” Nevertheless, FHIR is not standardized across the industry, and
not all vendors reported using FHIR. Fortunately, FHIR interoperability standards are gaining
traction, and frameworks continue to be developed such as SMART Markers, for example.
SMART Markers is a new software framework for capturing PGHD that allows innovators to
create custom versions of apps for patients and clinicians.”® SMART Markers supports a number
of data types from surveys and device-recorded platforms.’® A number of reports, including those
from the AMA, PCORI, ONC, and Continua (Table 4) provide guidance on using
mteroperability standards such as FHIR in the selection, collection, and use of PGHD.

Security and Privacy

The importance of security and privacy cannot be overstated. The HIPAA Security Rule
establishes “national standards to protect individuals’ electronic personal health information that
is created, received, used, or maintained by a covered entity. The Security Rule requires
appropriate administrative, physical, and technical safeguards to ensure the confidentiality,
integrity, and security of electronic protected health information.”®! Ambulatory care clinics and
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the vendors they interface with must have in place physical, network, and process security
measures and follow them in order to ensure HIPAA compliance.

Ambulatory care clinics must determine when they are legally responsible for data security
and privacy of PGHD. Using a kit model, where devices and tools are provided to patients, gives
clinics control over the data flow and may enhance approaches to security and privacy. This is in
contrast to relying on a BYOD model where patients use their smartphone or buy a consumer
device (e.g., Garmin, iHealth) that may send data to a third-party company or share data with
other apps on their phone. Patients should be encouraged to use standard security approaches
such as user authentication and to limit health information exchange with third-party apps.
Limited regulations around PGHD and consumer-based devices makes this an ongoing
challenge.

Data are more protected once they come into the EHR ecosystem, which could be through a
patient portal or via API from a device company. While patients should be given education to
make informed decisions about data and security, their smartphone is owned by them, and data
do not fall under HIPAA regulations prior to entering the clinic’s electronic ecosystem. As
described in Chapter 3, Ploner and Prokosch®® present a well-described systems architecture and
FHIR-based data model that includes security measures and application flow from patients’
smartphones and a public cloud infrastructure.

Health Equity and Health Disparities

While the integration of PGHD into EHRs holds promise to improve self-management, care
coordination, quality, and cost-effectiveness, these improvements may be stymied by digital
divides and have unintended consequences for health equity.’> Poverty, poor engagement with
digital health tools for some communities, low digital health literacy, and lack of access to
broadband are some factors that may influence the potential impact of PGHD in ambulatory care
settings.”? PGHD selection and use require active efforts to be inclusive of diverse patient
populations in design and implementation strategies.

Broadband and device access. High-speed internet access, whether through broadband or a
smartphone, and device access are fundamental components to consider for patients to benefit
from the use of PGHD. However, over 21 million Americans lack broadband access.” Over 30%
of rural Americans and 60% of healthcare facilities outside metropolitan areas lack broadband
access.” This has disproportionately affected communities of color in rural areas. Rural counties
where a majority of residents are African American have few provider options and are more
likely to be completely unserved.”® Device access is also critical for patient engagement with
PGHD. While over 81% of American adults own a smartphone, many people rely solely on their
phone for internet access, often in communities of color. Further, smartphone access is divided
mto two dominant operating systems—iOS and Android. Promoting equitable accessto PGHD
must be inclusive of both operating systems. EHR vendors responded that they incorporate
PGHD into their EHR; all reported connectivity with iOS HealthKit, yet only two reported
connectivity with Android/Google Fit (Table 5).

Digital health literacy. Patients must be able to use PGHD and its associated tools. Digital
health literacy is an extension of health literacy and is the degree to which a patient is able to
obtain, process, and understand digital services and information.”® Patients need education and
empowerment on how to collect PGHD, use devices, and interpret health data over time. Even
further, patients need to be able to understand privacy and security implications of using apps
and devices, and should be informed as to how their data are being used and where they are
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going. The ONC rule notes that healthcare institutions could, for example, include a warning
identifying anapp as untrusted and giving patients the option to reject data access.”’

Inclusive design. Many patient-facing mobile apps and portals feature inaccessible design
features. Many lack focus on culture, literacy and numeracy, which limit the benefits of PGHD
and may even worsen inequities.”® Patients should be included as key stakeholders in the
development of care models that incorporate PGHD. This will maximize the potential benefits of
PGHD and help ensure that the use of PGHD improves patient outcomes, care coordination,
quality, and cost-effectiveness.

Limitations

We note a number of limitations to this environmental scan. Our search results were limited
to the English language and did not include in-press or unpublished manuscripts and reports such
as technical documentation that may be useful in understanding approaches to the integration of
PGHD into EHRs.

Our search and review of reports and guides may have missed noteworthy reports,
particularly those from government agencies outside of the United States. The scoping review
built upon a review by Tiase et al.® in which we used a priori codes and themes that may have
limited curation of new themes and knowledge generation. The grey literature search was limited
to the first 50 results in the Google search engine.

While we attempted to collect data from vendors that serve over 95% of the U.S. ambulatory
care market, we were not able to collect data and conduct interviews with all vendors contacted.
Lastly, the impact of the COVID-19 pandemic has had a profound impact on the U.S. healthcare
industry. Policies, regulations, and the use of PGHD itself is quickly evolving, and information
captured in this report is limited to the period of data capture and synthesis.

Future Trends

The use of PGHD for remote monitoring facilitates data-driven care and allows for the
development of new care delivery models that allow us to go beyond the traditional brick and
mortar clinic model.

Emerging models of care blend telehealth with in-home and in-clinic approaches. Beyond the
hospital-at- home model, companies such as Amazon are piloting new models such as Amazon
Care that brings healthcare closer to patients’ everyday environment. This model allows patients
to communicate with providers through a smartphone app in a variety of ways, including video
visits, submitting photos, and tracking vital signs and more using connected devices. Moreover,
an RN, NP, PA, or MD comes to the patient’s home to draw labs, perform physical assessments,
and provide care. Medications and supplies are shipped directly to the patient.

Companies, including Walmart, are venturing into the healthcare industry, which may
increase healthcare access to underserved populations atlower prices than many large health
systems or clinics. Other companies, like Teledoc, which recently absorbed Livongo, are
growing players in the digital disease management arena.

Technology continues to mature. As in-home artificial intelligence (AI)such as Amazon
Alexa, Siri, and Google Assistant grow, technology-enabled care evolves. These tools, for
example, may be ideal for patient populations such as older adults and those with disabilities
who can interact with technology using their voice. A variety of approaches are well suited for
these voice-based technologies, such as reminding patient to take their medication, report their
blood pressure, and receive instructions on how to care for post-surgical wounds. Other exciting
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opportunities such as Al-based therapy that guides patients through cognitive behavioral therapy
using mental health chatbots are on the rise as well.

Critically, though, while these approaches hold promise to improve care delivery and patient
outcomes, they must be designed with a health equity lens. To provide benefit to those who are
most in need and reach underserved populations, we must be inclusive of diverse patients and
select technologies and create processes that promote health equity and reduce health disparities.
A range of stakeholders, including physicians, pharmacists, nurses, population health managers,
and more are needed in the design process to create value from PGHD and prevent unintended
consequences, such as clinician burnout from technological burden.

Conclusion

Capturing PGHD facilitates patients and clinicians to better understand and predict illness
dynamics and to develop approaches to improve health outcomes and deliver personalized care.
The COVID-19 pandemic accelerated the use of PGHD, as care providers were encouraged to
collect data from patients remotely. While promising, adoption of health IT systems has many
challenges' and the potential to exacerbate health inequities. The ONC Cures Act Final Rule has
provided much-needed regulation, structure, and incentives to help alleviate challenges.”
Nevertheless, more supportive policies are needed.

This environmental scan presents a thematic summary of recommendations from the scoping
review, reports, policies, and data collection from the EHR vendors. These recommendations
will inform the development of a practical guide on the integration of PGHD for ambulatory care
providers.
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Appendix A. Environmental Scan Search Terms

Search Strategy Report:

Topic: Shaw PGHD Oct 2020 Update

Searcher: Update by Leila Ledbetter. Original search by
Tiase et. al. Date: 10/18/2019

Table A-1. MEDLINE (via Ovid) searchsets andresults

Set# Terms Results
1 PGHD set 1 Patient Generated Health Data/ 77
2 PGHD set 1 ("patientgenerated data" or "patient generated healthdata" | 270
or "patient-generated data" or "patient-generated health data"
or (("patientgenerated" or "patient-generated") adj3 (data?
or dataset? or "dataset?"))).ti,ab,kf,kw.
3 PGHD set 1 ((patient* or caregiver*) adj2 (generated orrecorded) adj3 1,199
(data? ordataset? or "data set?")).ti,ab,kf kw.
4* PGHD set 1 10OR20R 3 1,246
5PGHD set?2 (("user generated" or user-generated) adj3 (data? or "data 56
set?" ordata-set?)).ti,ab,kf,kw.
6 PGHD set2 ("selfrecorded healthdata" or "self-recorded healthdata" or | 70
(("self-recorded" or"selfrecorded" or "selftracking" or self
tracking or "selftracke??" orself-tracke?? or "self-
expressed" or"selfexpressed" or "personally collected")
adj3 (data? ordataset? or "data set?"))).ti,ab,kf,kw.
7 PGHD set 2 ((personal* orselforpatient*)ad;j2 data* adj2 (trackingor | 99
tracke??)).ti,ab,kf,kw.
8 PGHD set 2 ("quantified self" orlifelog).ti,ab kf kw. 143
9* PGHD set?2 SOR60OR70R 8 332
10 PGHD set 3 Telemedicine/ 24,343
11 PGHD set 3 (mHealth or m-health or "mobile health" orehealthore- 25,694
health or "smart technolog*" or smartphone* or "smart
phone*" orsmartwatch* or "smart watch*").ti,ab,kf,kw.
12* PGHD set 3 10 OR 11 44,822
13 self care/management/ Self Report/ or ("selfreport*" or self-report*).ti,ab,kf,kw. 170,417
monitor
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Set# Terms Results

14 selfcare/management/ selfcare/ orself-management/ 35,567

monitor

15 selfcare/ management/ ("selfcare” or"selfmanagement” or "self monitor*" orself: | 43,969

monitor monitor*).ti,ab,kf,kw.

16 self care/ management/ 130R 14 OR 15 229,662

monitor

17* selfcare/ management/ | 16 AND (technolog® ordevice* or wearable*).ti,ab,kf kw. 10,691

monitor+ tech Set

18 wearable devices set W earable Electronic Devices/ 2,750

19 wearable devices set ((body-woror "body worn" or wearable*) adj2 (biosensor™| 7,929
or sensor* ordevice? or technolog*)) or (electronic adj1
skin)).ti,ab kf kw.

20* wearable devices set 18 OR 19 9,195

21 ambulatory monitoring Monitoring, Ambulatory/ 8,196

set

22 ambulatory monitoring (monitoring adj1 (outpatient* or patient™ or 9,888

set ambulatory)).ti,ab,kf kw. (9088)

23* ambulatory monitoring | 21 OR 22 17,661

set

24 patient reported outcome | patient reported outcome measures/ 6,576

set

25 patient reported outcome | ("patientreported" adj4 outcome*).ti,ab,kf,kw. 22,262

set

26* patient reported 24 OR 25 23,943

outcome set

27 all PGHD sets combined | 4 OR 9 OR 12 OR 17 OR 20 OR 23 OR 26 100,463

28 EHR set 1 medical record linkage/ ormedical records systems, 23,493
computerized/ or health information exchange/

29 EHR set 1 ((computer* orelectronic or linkage) adj2 (health or 37503
medical) adj2 record?).ti,ab kf kw. orehr.ti,ab.

30 EHR set 1 "Meaningful Use"/ or (meaningful adjl "use?").ti,ab kf kw. 1,884
(1824)

31* EHR set 1 28 OR29 OR 30 57,320

32 automat* medical medical records/ ormedical records, problem-oriented/ 66,575

records - EMR set

33 automat* medical information systems/orbig data/or community networks/or | 46,786

records - EMR set

geographic information systems/ or health information
systems/orknowledge bases/orbiological ontologies/ or
gene ontology/ ormedical informatics computing/ or public
health informatics/
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Set# Terms Results
34 automat* medical database managementsystems/or data systems/ 7,769
records - EMR set
35 automat* medical Automation/ 18,315
records - EMR set
36 automat® medical 32 and (33 or34 or35) 1,773
records - EMR set
37* EHR or EMR set 31 or36 58,916
38 *Decision Support Systems, Clinical/ or (CDS or 25,916
CDSS).ti,ab. or ((clinical or hospital) adj4 ("decision support
system?" or "information system?")).ti,ab.
39 (("patient* portal*" or patient*) adj2 portal*).ti,ab kf kw. 4786
40* PGHD + EHR/EMR set | 27 and 37 2770
41* PGHD + CDSS set (27 and 38) not 40 486
42* PGHD + Patient Portal | (27 and 39) not (40 or41) 161
set
43 Finalset 40 OR 41 OR 42 3417
44* Create date: August1l, | Limit 43 to dt=20190801-20201031 456
2019 to October 31,2020
* Search term altered from term used for review by Tiase et. al.
Table A-2. Embase (embase.com) searchsets andresults
Set# Terms Results
1 'patient generated data"ti,ab,kw OR 'patient generated health data'ti,ab,kw OR | 258
'patient-generated data"ti,ab,kw OR 'patient-generated health data'ti,ab,kw OR
(((patient generated' OR 'patient-generated’) NEAR/3 (data? OR dataset? OR
'data set?")):ti,ab,kw)
2 ((patient* OR caregiver*) NEAR/2 (generated OR recorded) NEAR/3 (data? 28
OR dataset? OR 'data set?')):ti,ab,kw
3* #1 OR #2 285
4% ((usergenerated OR 'user generated') NEAR/3 (data? OR 'data set?' OR 'data 6
set?")):ti,ab,kw
5 'selfrecorded health data":ti,ab,kw OR 'sclf-recorded health data':ti,ab kw OR 4
(((self-recorded' OR 'selfrecorded' OR 'selftracking' OR 'selftracking' OR 'self
tracke??' OR 'self tracke??' OR 'self-expressed OR 'selfexpressed' OR
'personally collected") NEAR/3 (data? OR dataset? OR 'data set?")):ti,ab,kw)
6 ((personal* OR self OR patient*) NEAR/2 data* NEAR/2 (tracking OR 110
tracke??)):ti,ab,kw
7 'quantified self':ti,ab,kw OR lifelog:ti,ab ,kw 154
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Set# Terms Results
8* #5 OR #6 OR #7 263
9 'telemedicine'/exp/myj 22,281
10 mhealth:ti,ab,kw OR 'm health"ti,ab,kw OR 'mobile health':ti,ab,kw OR 32,197
ehealth:ti,ab,kw OR 'e health':ti,ab,kw OR 'smart technolog*"ti,ab . kw OR
smartphone* :ti,ab,kw OR 'smart phone*"ti,ab,kw OR smartwatch*:ti,ab,kw OR
'smart watch*":ti,ab kw
11* #9 OR#10 52,059
12 'selfreport/de OR 'selfreport*"tiab . kw 239,484
13 'selfcare'/de 60,119
14 'selfcare:ti,ab,kw OR 'selfmanagement"ti,ab,kw OR 'self monitor*':ti,ab,.kw 62,989
15%* #12 OR#13 OR #14 319,327
16 #15 AND (technolog*:ti,ab,kw OR device*:ti,ab,kw OR wearable* ti,ab kw) 14,881
17 ‘electronic device/exp AND (‘body worn*'ti,ab,kw OR 'body worn":ti,ab,kw 4,006
OR wearable*:ti,ab .kw)
18 (((body worn' OR 'body worn' OR wearable*) NEAR/2 (biosensor* OR 7,894
biometric* OR sensor* OR device? OR technolog*)):ti,ab,kw) OR ((electronic
NEAR/3 skin):ti,ab,kw)
19 #16 OR#17 OR #18 24,094
20 'ambulatory monitoring'/myj 3,985
21 (monitoring NEAR/1 (outpatient™ OR patient* OR ambulatory)):ti,ab,kw 14,923
20%* #20 OR #21 18,302
23 'patient-reported outcome'/de 25,079
24 (‘patient reported NEAR/4 outcome*):ti,ab,kw 37,567
25 #23 OR #24 44,063
26 #3 OR#8 OR#11 OR #16OR #19 OR #25 115,671
27 #3 OR#8 OR#11 OR #16OR #19 OR #22 OR #25 132,256
28 ‘electronic healthrecord’/de OR 'meaningfulusecriteria’/de OR 'electronic 77,550
medical record'/de OR 'electronic patient record’/de
29 ((computer* OR electronic OR linkage) NEAR/2 (health OR medical) NEAR/2 | 35,238
record?):ti,ab,kw
30 #28 OR #29 85,894
31 'medical record'/de 183,913
32 'information system’/de OR 'decisionsupport system/exp/mj OR 'hospital 85,265
information system/exp/mj OR 'medical information system’/mj OR 'nursing
information system’/mj OR 'automation'/mj
33 #31 AND#32 7,899
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Set# Terms Results
34 #30 OR #33 93,141
35 'clinical decision support system’/de 3,314
36 'clinical decision support system'/de OR cds:ti,ab OR cdss:ti,ab OR (((clinical 24,090
OR hospital) NEAR/4 (‘'decision support system?' OR 'information
system?")):ti,ab,kw)
37 #35 OR #36 24,090
38 (('patient® portal® OR patient*) NEAR/2 portal*):ti,ab,kw 7,556
39 #27 AND#34 3,889
40 #27 AND#37 NOT #39 374
41 #27 AND#38 NOT (#39 OR #40) 243
42 #39 OR #40 OR #41 4,506
Final Set
43 #42 AND[1-8-2019]/sd NOT [1-11-2020]/sd 1,079
* Search term altered from term used for review by Tiase et. al.
** Line 22 in the original search was a duplicate. Search was adjusted accordingly.
Table A-3. CINAHL complete (Ebscohost) searchsets andresults
Set# Terms Results
1 TI ( ("patient generated data" or "patient generated health data" or "patient- 368
generated data" or "patient-generated health data" or (("patient generated" or
"patient-generated") N3 (data? or dataset? or "data set?"))) ) OR AB(
("patient generated data" or "patient generated health data" or "patient-
generated data" or "patient-generated health data" or (("patient generated" or
"patient-generated'") N3 (data? or dataset? or "dataset?"))) ) OR TX
(("patient generated data" or "patient generated health data" or "patient-
generated data" or "patient-generated health data" or (("patient generated" or
"patient-generated") N3 (data? or dataset? or "data set?"))))
2 ((patient* or caregiver®*) N2 (generated orrecorded) N3 (data? or dataset? or 36,477
"dataset?"))
3* S10R S2 36,715
4% TI(("selfrecordedhealthdata" or "self-recorded health data" or (" self- 29
recorded" or "selfrecorded" or "selftracking" orself-tracking or "self
tracke??" orself-tracke??or "self-expressed" or "self expressed” or
"personally collected") N3 (data? ordataset? or "dataset?"))) ) OR AB (
("selfrecordedhealthdata" or "self-recorded health data" or (("self-
recorded" or "selfrecorded" or "selftracking" orself-tracking or "self
tracke??" orself-tracke?? or "self-expressed" or"selfexpressed" or
"personally collected") N3 (data? or dataset? or "dataset?"))))
5 TI (((personal* orselforpatient™) N2 data* N2 (tracking ortracke??)) ) OR 56
AB( ((personal* orselforpatient*) N2 data* N2 (tracking ortracke??)) )
6 TI ( ("quantified self" orlifelog) ) OR AB( ("quantified self" or lifelog)) 52
7 S4 OR S5 OR S6 127
8* (MH"Telemedicine") 12,004

50




Set# Terms Results
9 TI ( (mHealth orm-health or "mobile health" or ehealth or e-health or " smart 12,638
technolog*" or smartphone* or "smart phone*" or smartwatch* or "smart
watch*")
) OR AB( (mHealth orm-health or "mobile health" orehealth ore-healthor
"smart technolog*" or smartphone* or "smart phone*" or smartwatch* or
"smart watch*"))
10 S8 OR S9 23,002
11%* (MH"Self Report") ORTI ( ("selfreport*" orself-report*) ) OR AB( 120,564
("selfreport*" orself-report*))
12 (MH "Self Care") OR (MH "Self-Management") 41,395
13 ("selfcare" or"self management" or "self monitor*" or self-monitor*) 66,234
14 (S11 OR S12 OR S13) 183,624
15% TI ( (technolog* ordevice* or wearable*) ) OR AB ( (technolog* ordevice* or| 208,152
wearable*))
16 S14 ANDS15 6,595
17 TI ((((body-worn or "body worn" or wearable*) N2 (biosensor* orsensor*or | 5,259
device? ortechnolog®)) or (electronic N1 skin))) OR AB ( (((body-worn or
"body worn" or wearable*) N2 (biosensor* or sensor* ordevice? or
technolog*)) or (electronic N1 skin)) ) OR TX ( (((body-wornor "body worn"
or wearable*) N2 (biosensor* orsensor* ordevice? or technolog*)) or
(electronic N1 skin)))
18 (MH "Patient-Reported Outcomes") OR TI ("patientreported" N4 outcome*) | 11,830
OR AB ("patientreported" N4 outcome*)
19 S3 OR S70R S100OR S16 OR S17 OR S18 80,571
20 (MH "Electronic Health Records") OR (MH "Medical Record Linkage") OR 45,696
(MH "Health Information Systems") OR (MH "Clinical Information Systems")
OR (MH "Patient Record Systems") OR (MH "Patient Portals") OR (MH
"Electronic Data Interchange") OR (MH "Health Level 7") OR (MH "National
Health Information Network")
21 TI ( ((computer* orelectronic or linkage) N2 (health ormedical) N2 record?)) | 19,768
OR AB (((computer* orelectronic or linkage) N2 (health or medical) N2
record?))
22 (MH"Meaningful Use") OR TI (meaningful N1 "use?") OR AB (meaningful | 2,155
N1 "use?")
23 (MH "Medical Records") OR (MH "ProblemOriented Records") 20415
24 (MH "Information Systems') OR (MH "Health Information Systems+") OR 62,381
(MH "Management Information Systems")
25 (MH "Management Information Systems") OR (MH " Automation") 7,857
26 S23 and (S24 or S25) 1,390
27 (MH"Decision Support Systems, Clinical") OR TI ( (CDS or CDSS) ) OR AB(| 7,838
(CDS orCDSS) ) OR TI ( ((clinical or hospital) N4 (" decision supportsystem?"
or "information system?")) ) OR AB ( ((clinical or hospital) N4 ("decision
support system?" or "information system?")))
28 TI ((("patient* portal*" orpatient™) N2 portal*) ) OR AB ( (("patient™* portal*"| 1,463
or patient*) N2 portal*))
29 S19 AND (S20 orS21) 3,676
30 S19 AND (S22) 93
31 S19 AND (S26) 68
32 S19 AND (S27) 545
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Set#

Terms

Results

33

S19 AND(S28)

159

34

529 OR S30 OR S31 OR S32 OR S33

4,177

35

Limiters - Published Date: 20190801-20201031

527

* Search term altered from term used for review by Tiase et. al.

Table A-4.Scopus (scopus.com)searchsets andresults

Set#

Terms

Results

1

( ( TITLE-ABS-KEY ( ( "patient generated data" OR "patient generated health
data" OR "patient-generated data" OR "patient-generated health data" OR ( (
"patientgenerated" OR "patient-generated” ) W/3 (data? OR dataset? OR
"dataset?"))) )) OR ( TITLE-ABS-KEY ( ( ("user generated" ORuser-
generated ) W/3 (data? OR "dataset?" OR data-set?))) ) OR ( TITLE- ABS-
KEY (("selfrecorded healthdata" OR "self-recorded health data" OR ( (
"self-recorded" OR "selfrecorded" OR "selftracking" OR self-tracking OR
"selftracke??" OR self-tracke?? OR "self-expressed" OR "selfexpressed”
OR "personally collected" ) W/3 (data? OR dataset? OR "dataset?")))))
OR (TITLE-ABS-KEY (( "quantified self" OR lifelog))) OR ( TITLE-
ABS-KEY ( mhealth ORm-health OR "mobile health" OR ehealth OR e-health
OR "smart technolog*" OR smartphone* OR "smart phone*" OR
smartwatch* OR "smart watch*")) OR ( TITLE-ABS-KEY ( mhealth OR m-
health OR "mobile health" OR ehealth OR e-health OR "smart technolog*" OR
smartphone* OR "smart phone*" OR smartwatch* OR"smart watch*")) OR
( TITLE-ABS-KEY ( "selfreport*" OR self-report* OR "selfcare"” OR "self
management”" OR "selfmonitor*" OR self-monitor* ) AND TITLE-ABS-
KEY (technolog* OR device* OR wearable*

)) OR ( TITLE-ABS-KEY ( (( (body-worn OR "body wormn" OR wearable*
) W/2 (biosensor* OR sensor* OR device? OR technolog*)) OR (

electronic W/1skin)))) OR ( TITLE-ABS-KEY ( "patient reported" W/4
outcome™)OR TITLE-ABS-KEY ( ( (( body-worn OR "bodyworn" OR
wearable* ) W/2 ( biosensor* OR sensor* OR device? OR technolog*))

OR ( electronic W/1skin)) ) ) ) AND( TITLE-ABS-KEY ( ( ( computer*

OR electronic OR linkage ) W/2 (health OR medical ) W/2 record?))

OR TITLE-ABS (ehr))

3,193

AND ( ORIG-LOAD-DATE AFT 20190801 AND ORIG-LOAD-DATE BEF
20201031 )

453
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Table A-5.Web of Science Core Collection (Clarivate Analytics)searchsets and results

Set# | Terms Results

1 TS=("patient generated data" or "patient generated health data" or "patient- 236
generated data" or "patient-generated health data" or (("patient generated" or
"patient-generated") NEAR/3 (data? or dataset? or "dataset?")))

2 TS=(((patient* or caregiver* ) NEAR/2 (generated orrecorded) NEAR/3 (data? or | 76
dataset?or"dataset?")))

3 TS=(("selfrecorded health data" or "self-recorded health data" or (("self-recorded" | 11
or "selfrecorded" or "selftracking" or self-tracking or "selftracke??" or self-
tracke?? or "self-expressed" or "selfexpressed” or "personally collected") NEAR/3
(data? ordataset? or "data set?"))))

4 TS=(((personal* orselforpatient*) NEAR/2 data* NEAR/2 (tracking or 310
tracke??)))

5 TS=((mHealth or m-health or "mobile health" or ehealth or e-health or " smart 73,818
technolog*" or smartphone* or "smart phone™" or smartwatch* or "smart
watch*"))

6 TS=(("selfreport™" orself-report* or "self care" or "self management" or "self 12,940
monitor*" orself~-monitor*) and (technolog* or device® or wearable*))

7 TS=(((body-wornor "body worn" or wearable*) NEAR/2 (biosensor* or sensor* | 22,592
or device? ortechnolog*)) or (electronic NEAR/1 skin)))

8 #1 OR #2 OR #3 OR #4 OR #5 OR #6 OR #7 104,713

9 TS=(((computer* orelectronic or linkage) NEAR/2 (health or medical) NEAR/2 23,532
record?))

10 TS=((meaningful NEAR/1 "use?")) 281

11 TS=(((clinical or hospital) NEAR/4 ("decision support system?" or " information 4,792
system?")))

12 #10 OR #11 5,073

13 #9 AND#8 997

14 #10 AND#8 6

15 #12 AND#8 216

16 TS=(("patient* portal*" or patient™) NEAR/2 portal*) 5,648

17 #16 AND#8 265

18 #17 OR#15 OR #14 OR #13 1,367

19 #18 AND Timespan=2019-2020 336

Note - Topic changed from review by Tiaseet. al. to TS.
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Table A-6. Academic Search Complete (Ebscohost) searchsets andresults

Set#

Terms

Results

1

TI ((("patient generated data" or "patient generated health data" or "patient-
generated data" or "patient-generated health data" or (("patient generated" or
"patient-generated") N3 (data? or dataset? or "dataset?"))) ) ) OR AB ( ( ("patient
generated data" or "patient generated health data" or "patient-generated data" or
"patient-generated health data" or (("patient generated" or "patient-generated") N3
(data? ordataset? or"dataset?")))) ) OR KW ( ( ("patientgenerated data" or
"patientgenerated health data" or "patient-generated data" or "patient-generated
health data" or (("patient generated" or "patient-generated") N3 (data? or dataset?
or "dataset?")))))

90

TI ( ((patient™® or caregiver®) N2 (generated orrecorded) N3 (data? or dataset? or
"dataset?"))) OR AB( ((patient* or caregiver*) N2 (generated or recorded) N3
(data? ordataset? or "data set?"))) OR KW ( ((patient® or caregiver®) N2
(generated orrecorded) N3 (data? ordataset? or "dataset?")))

1,137

(STOR S2)

1,137

TI((("selfrecorded healthdata" or "self-recorded health data" or (("self-
recorded" or "selfrecorded” or"selftracking" orself-tracking or "selftracke??" or
self-tracke?? or "self-expressed" or "self expressed" or "personally collected') N3
(data? ordataset? or "data set?"))))) OR AB ( ( ("selfrecorded healthdata" or
"self-recorded health data" or (("self-recorded" or "selfrecorded" or "self
tracking" orself-tracking or "selftracke??" orself-tracke?? or "self-expressed" or
"selfexpressed" or "personally collected") N3 (data? ordataset? or "data set?"))))
) OR KW (( ("selfrecorded healthdata" or "self-recorded health data" or (("self-
recorded" or "selfrecorded" or"selftracking" or self-tracking or "selftracke??" or
self-tracke?? or "self-expressed” or "selfexpressed" or "personally collected") N3
(data? ordataset? or "data set?")))))

49

TI ((((personal* orselforpatient®) N2 data* N2 (tracking ortracke??)))) OR
AB( (((personal* orselforpatient®) N2 data* N2 (tracking ortracke??)))) OR
KW (( ((personal* orselforpatient®) N2 data* N2 (tracking ortracke??))))

101

TI ((("quantified self" orlifelog)) ) OR AB ( ( ("quantified self" orlifelog)) )
OR KW ( (("quantified self" or lifelog) ) )

216

DE "TELEMEDICINE"

13,436

TI ( ( (mHealth or m-health or "mobile health" orehealth or e-health or "smart
technolog*" or smartphone* or "smart phone*" or smartwatch* or "smart
watch*"))) OR AB( ( (mHealth orm-health or "mobile health" orehealthore-
health or "smart technolog*" or smartphone* or "smart phone*" or smartwatch*or
"smart watch*"))) OR KW ( ( (mHealth or m-health or "mobile health" or
ehealth ore-health or "smart technolog*" or smartphone* or "smart phone*" or
smartwatch* or "smart watch*")))

39,570

(DE "HEALTHself-care") OR (DE "PATIENT self-monitoring")

12,596

10

TI ( (technolog* ordevice* or wearable*) ) OR AB( (technolog* ordevice* or
wearable*)) OR KW ( (technolog* ordevice* or wearable*))

1,689,432

11

S9 AND S10

813
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Set# | Terms Results

12 TI( ((((body-worn or "body worn" or wearable*) N2 (biosensor* or sensor* or 7,823
device? ortechnolog*)) or (electronic N1 skin))) ) OR AB( ( ((body-wornor
"bodyworn" or wearable*) N2 (biosensor® or sensor* ordevice? or technolog*))
or (electronic N1 skin))) ) OR KW ( ( (((body-worn or "body worn" or
wearable*) N2 (biosensor* or sensor* or device? ortechnolog®)) or (electronic
N1 skin))))

13 TI ("patientreported" N4 outcome*) OR AB (" patient reported" N4 outcome*) 12,581
OR KW ("patient reported" N4 outcome*)

14 S3 OR S4 OR S50R S6 OR S7 OR S8 OR S11 OR S12 OR S13 72,042

15 DE "ELECTRONIC health records" 14,192

16 TI (( ((computer™® orelectronic or linkage) N2 (health ormedical) N2 record?))) | 20,649
OR AB (( ((computer* orelectronic or linkage) N2 (health or medical) N2
record?))) OR KW ( ( ((computer* orelectronic or linkage) N2 (health or
medical) N2 record?)))

17 S15 OR S16 25,172

18 TI (meaningful N1 "use?") OR AB (meaningful N1 "use?") ORKW (meaningful | 1,010
NI "use?")

19 TI ( (((clinical orhospital) N4 ("decision support system?" or "information 1,954
system?"))) OR AB( ( ((clinical orhospital) N4 ("decision supportsystem?" or
"information system?"))) OR KW ( ( ((clinical orhospital) N4 ("decision support
system?" or "informationsystem?")))

20 TI( ((("patient* portal*" or patient*) N2 portal*))) OR AB ( ((("patient™ 2,037
portal*" orpatient*) N2 portal*))) OR KW ( ( (("patient® portal*" or patient™)

N2 portal*)))

21 S14 ANDS17 1,522

22 S14 ANDS18 18

23 S14 ANDS19 91

24 S14 AND S20 106

25 S21 OR S22 OR S23 OR S24 1,668

26 Limiters - Published Date: 20190801-20201031 213

Note: Previous search by Tiase et. al. was conducted in Academic Search Ultimate (Ebscohost).
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Table A-7.Dissertations & Theses Global (ProQuest)searchsets and results

Set# | Terms Results
1 noft(("patient generated data" or "patient generated health data" or "patient- 110
generated data" or "patient-generated health data" or (("patient generated" or
"patient-generated") NEAR/3 (data? or dataset? or "dataset?"))) ) OR
noft(((patient* or caregiver*) NEAR/2 (generated orrecorded) NEAR/3 (data? or
dataset?or "dataset?")))
2 noft(( ((patient* or caregiver™) NEAR/2 (generated orrecorded) NEAR/3 (data? or | 110
dataset?or"dataset?"))))
3 S10OR S2 110
4 noft(("selfrecorded health data" or "self-recorded health data" or (("self-recorded" | 24
or "selfrecorded" or "selftracking" or self-tracking or "selftracke??" or self-
tracke?? or "self-expressed" or "selfexpressed” or "personally collected") NEAR/3
(data? ordataset? or "data set?"))))
5 noft(((personal* orselforpatient*) NEAR/2 data* NEAR/2 (tracking ortracke??)) | 17
)
6 noft("quantified self" or lifelog) 49
7 noft(telemedicine ormHealth or m-health or "mobile health" orehealth ore-health | 5,423
or "smart technolog*" or smartphone* or "smart phone*" or smartwatch* or"smart
watch*")
8 noft(("Selfcare" OR "selfreport*" OR"Selfmonitor*") NEAR/S (technolog* or | 263
device* orwearable*))
9 noft((((body-worn or "body worn" or wearable*) NEAR/2 (biosensor* or sensor* 8
or device? ortechnolog*)) or (electronic NEAR/1 skin)) (" Self care" OR "self
report*" OR " Selfmonitor*") NEAR/S (technolog* OR device* OR wearable*))
10 noft(("patient reported" NEAR/4 outcome*)) 428
11 S3 or S4 or S5 or S6 or S7 or S8 or S9 orS10 6,251
12 noft(((computer® orelectronic or linkage) NEAR/2 (health ormedical) NEAR/2 2,602
record?))
13 noft((meaningful NEAR/1 "use?")) 431
14 noft(((clinical orhospital) NEAR/4 (" decision supportsystem?" or"information 696
system?")))
15 noft((("patient* portal*" or patient™ ) NEAR/2 portal*)) 158
16 S11 and S12 116
17 S11 and S13 7
18 S11 and S14 23
19 S11 and S15 16
20 S16 orS17 orS18 orS19 149
21 Date filter: 2019-08-01 - 2020-10-31 10
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IEEE Xplore Digital Library (ieee.org)

1) "patient generated" OR patient-generated
Filters Applied: medical information systems, electronic health

records Dates: 2019-2020

3 results

2) (("patient generated" OR patient-generated)) AND (electronic
health record*) 0 results

3) (("user generated" OR user-generated)) AND (electronic
health record*) 0 results

Inspec (engineeringvillage.com, Elsevier)
9 records found in Inspec for 2019-2021:

(((("patient generated" or patient-generated or "patient reported" or patient-reported or
"user generated" or user-generated or "user reported" or user-reported) AND electronic
health record*)) WN ALL)

57



Appendix B. Search Strategies by Database

Search Strategies by Database (Tiase et. al.)

Ovid MEDLINE(R) August2,2019

1 Patient Generated Health Data/ (38)

2 ("patient generated data" or "patient generated health data" or "patient-

generated data" or "patient- generated health data" or (("patient generated" or

"patient-generated") adj3 (data? or dataset? or "data set?"))).tiabkfkw. (188)

3 ((patient* or caregiver*) adj2 (generated or recorded) adj3 (data?

or dataset? or "data set?")).tiabkfkw. (1007)

4 or/1-3 [PGHD set1] (1035)

5 (("user generated" or user-generated) adj3 (data? or "data set?" or data-set?)).ti,abkfkw.
(45)

6 ("self recorded health data" or "self-recorded health data" or (("self-recorded" or

"self recorded" or "self tracking" or self-tracking or "self tracke??" or self-tracke?? or

"self-expressed" or "self expressed" or "personally collected") adj3 (data? or dataset?

or "data set?"))).tiabkfkw. (58)

7  ((personal* or self or patient*) adj2 data* adj2 (tracking or tracke??)).tiabkfkw. (82)

8 ("quantified self" or

lifelog).ti,ab kf,kw. (122) 9 or/5-8

[PGHD set 2] (280)

10 Telemedicine/ (19941)

11 (mHealth or m-health or "mobile health" or ehealth or e-health or

"smart technolog™" or smartphone* or "smart phone*" or smartwatch* or

"smart watch*").tiabkf kw. (19156)

12 or/10-11 [mhealth. PGHD set 3] (35286)

13 Self Report/ or ("self report*" or self-report*).tiabkf kw. (152026)

14  self care/ or self-management/ (32935)

15 ("self care"or "self management" or "self monitor*" or self-monitor*).ti,ab kf,kw. (38860)

16 or/13-15 [ self care/management/monitor ](205737)

17 16 and (technolog* or device* or wearable*).tiabkf,kw. [ self care/mgt/monitor + tech
Set ] (9011)

18 Wearable Electronic Devices/ (1217)

19  (((body-worn or "body worn" or wearable*) adj2 (biosensor* or sensor* or

device? or technolog*)) or (electronic adjl skin)).tiabkf kw. (5464)

20 or/18-19 [wearable devices set | (6002)

21  Monitoring, Ambulatory/ (7778)

22 (monitoring adjl (outpatient®™ or patient® or ambulatory)).tiab kf,kw. (9088)

23 or/21-22 [ambulatory monitoring set ] (16479)

24 patient reported outcome measures/ (3549)

25 ("patient reported" adi4 outcome®).tiabkf,kw. (16952)

26  or/24-25 [ patient reported outcome set | (17809)

27  0or/4,9,12,17,20,23,26 [ all PGHD sets combined ] (80242)

28 medical record linkage/ or medical records systems, computerized/ or health
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information exchange/ (23092)

29  ((computer* or electronic or linkage) adj2 (health or medical) adj2
record?).tiabkfkw. orehr.tiab. (30532)

30 "Meaningful Use'"/ or (meaningful adjl

"use?").tiabkf kw. (1824) 31 or/28-30 [EHR set

1] (50039)

32  medical records/ or medical records, problem-oriented/ (65892)

33 information systems/ or big data/ or community networks/ or geographic
information systems/ or health information systems/ or knowledge bases/ or
biological ontologies/ or gene ontology/ ormedical informatics computing/ or public
health informatics/ (42946)
34 database management systems/ or data systems/ (7635)
35 Automation/ (17263)
36 32 and (or/33-35) [ automat®* medical records -
EMR set ] (1758) 3701r/31,36 [EHR or EMR set]
(51622)
38 *Decision Support Systems, Clinical/ or (CDS or CDSS).ti,ab. or
((clinical or hospital) adj4 ("decision support system?" or "information
system?")).tiab. (23093)
39  (("patient* portal*" or patient®) adj2 portal*).tiabkf kw. (4401)
40 and/27,37 [ PGHD +
EHR/EMR set] (2342) 41
(and/27,38) not 40 [PGHD +
CDSS set] (424)
42 (and/27,39) not (40 or 41) [PGHD + Patient
Portal set] (118) 43  or/40-42 [ Final Set] (2884)
44 remove duplicates from 43 (2878)

Embase (embase.com) August9,2019
#43 #40 OR #41 OR #42 3593
#42 #28 AND #39 NOT (#40 OR #41) 175
#41 #28 AND #38 NOT #40 299
#40 #28 AND #35 3119
#39 (("patient® portal*' OR patient*) NEAR/2
portal*):ti,ab,kw 6551 #38 #36 OR #37 20466

#37 'clinical decision support system'/de OR cds:ti,ab OR cdss:ti,ab OR (((clinical OR hospital)
NEAR/4 ('decision support system?' OR 'information

system?')):ti,ab,kw) 20466 #36 'clinical decision support system'/de
2365
#35#31 OR #34 78122

#34 #32 AND #33 7853 9
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#33 'information system'/de OR 'decision support system'/exp/mj OR 'hospital
information system'/exp/mj OR 'medical information system'/mj OR 'nursing
information system'/mj OR 'automation'/mj 80653

#32 'medical record'/de 171140
#31 #29 OR #30 236339

#30 ((computer® OR electronic OR linkage) NEAR/2 (health OR medical) NEAR/2
record?):ti,ab,kw 28527

#29 'electronic health record'/de OR 'meaningful use criteria'/de OR 'electronic medical
record'/de OR 'electronic patient record'/de 63978

#28 #3 OR #8 OR #11 OR #16 OR #19 OR #23 OR #26 105463
#27 #3 OR #8 OR #11 OR #16 OR #19 OR #26 89781

#26 #24 OR #25 33477

#25 ('patient reported' NEAR/4 outcome*):ti,ab,kw 29160

#24 'patient-reported outcome'/de 16356

#23 #20 OR #21 OR #22 17182

#22  (monitoring NEAR/1  (outpatient* OR  patient*  OR
ambulatory)):ti,ab,kw 13838 #21 (monitoring NEAR/1 (outpatient* OR
patient® OR ambulatory)):ti,ab,kw 13838 #20 'ambulatory monitoring'/mj
3930

#19#16 OR #17 OR #18 18663

#18 ((("body worn' OR 'body worn' OR wearable*) NEAR/2 (biosensor* OR biometric*
OR sensor* OR device? OR technolog*)):ti,ab,kw) OR ((electronic NEAR/3 skin):ti,ab,kw)
5311

#17 'electronic device'/exp AND (‘body worn*"iti,ab,kw OR 'body wom':ti,ab,kw OR
wearable*:ti,ab,kw) 2485

#16#15 AND (technolog*:ti,ab,kw OR device*:ti,ab,kw OR wearable*:ti,ab,kw) 12539
#15#12 OR #13 OR #14 286030

#14 'self care':ti,ab,kw OR 'self management':ti,ab,kw OR 'self

monitor*':ti,ab,kw 55772 #13 'self care'/de 53739

#12 'self report'/de OR 'self

report™':ti,ab,kw 214338 #11 #9 OR #10

40921

#10 mhealth:ti,ab,kw OR 'm health':ti,ab,kw OR 'mobile health':ti,ab,kw OR
ehealth:ti,ab,kw OR 'e health':ti,ab,kw OR 'smart technolog*':ti,ab,kw OR
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smartphone*:ti,ab,kw OR 'smart phone*':ti,ab,kw OR smartwatch*:ti,ab,kw OR 'smart
watch*':ti,ab,kw 24142

#9 'telemedicine'/exp/mj 18599

#8 #5 OR #6 OR #7 211

#7  'quantified self':ti,ab,kw OR lifelog:ti,ab,kw 120

#6  ((personal* OR self OR patient*) NEAR/2 data* NEAR/2 (tracking OR
tracke??)):ti,ab,kw 92 #5 'self recorded health data':ti,ab,kw OR 'self-recorded health

data':ti,ab,kw OR ((('self-recorded'
OR 'self recorded' OR 'self tracking' OR 'self tracking' OR 'self tracke??' OR 'self
tracke??' OR 'self- expressed' OR 'self expressed' OR "personally collected') NEAR/3
(data? OR dataset? OR 'data set?")):ti,ab,kw) 2

#4  (('user generated' OR 'user generated') NEAR/3 (data? OR 'data set?' OR 'data
set?")):ti,ab,kw 6 #3#1 OR #2 188

#2  ((patient™ OR caregiver®*) NEAR/2 (generated OR recorded) NEAR/3 (data? OR
dataset? OR 'data set?')):ti,ab,kw 19

#1 'patient generated data':ti,ab,kw OR 'patient generated health data':ti,ab,kw OR 'patient-
generated data':ti,ab,kw OR 'patient-generated health data':ti,ab,kw OR ((("patient generated'
OR 'patient-generated') NEAR/3 (data? OR dataset? OR 'data set?")):ti,ab,kw) 169

CINAHL Complete (Ebscohost) August19,2019

S34  S29 OR S30 OR S31 OR S320R S33 3,288
S33  S19 AND (S28) 118

S32  S19 AND (S27) 439

S31  S19 AND (S26) 57

S30  S19 AND (S22) 58

S29  S19 AND (S20 or S21) 2,894

S28  TI ((("patient™ portal*" or patient™) N2 portal*) ) OR AB ( (("patient™ portal*" or
patient*) N2 portal*) ) 1,114

S27  (MH "Decision Support Systems, Clinical") OR TI ( (CDS or CDSS) ) OR AB ( (CDS or
CDSS)

) OR TI ( ((clinical or hospital) N4 ("decision support system?" or "information system?"))

) OR AB ( ((clinical or hospital) N4 ("decision support system?" or "information

system?")) ) 6,443
S26  S23 and (S24 or S25) 1,217
S25  (MH "Management Information Systems") OR (MH "Automation") 6,930
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S24  (MH "Information Systems") OR (MH "Health Information Systems+") OR (MH
"Management Information Systems") 54,457

S23  (MH "Medical Records") OR (MH "Problem Oriented Records") 18,351
S22 (MH "Meaningful Use") OR TI (meaningful N1 "use?") OR AB

(meaningful N1 "use?")
1,619

S21  TI(((computer* or electronic or linkage) N2 (health or medical) N2
record?) ) OR AB ( ((computer* or electronic or linkage) N2 (health or medical) N2
record?) ) 14,551

S20  (MH "Electronic Health Records") OR (MH "Medical Record Linkage") OR (MH
"Health Information Systems") OR (MH "Clinical Information Systems") OR (MH "Patient
Record Systems") OR (MH "Patient Portals") OR (MH "Electronic Data Interchange") OR
(MH "Health Level 7") OR (MH "National Health Information Network") 38,831

S19  S30ORS70R S100RS160R S170R S18 63,951

S18  (MH "Patient-Reported Outcomes") OR TI ("patient reported" N4 outcome*) OR
AB ("patient reported" N4 outcome*) 8,857

S17  TI((((body-worn or "body worn" or wearable*) N2 (biosensor™® or sensor™ or
device? or technolog*)) or (electronic N1 skin)) ) OR AB ( (((body-worn or "body wom" or
wearable*™) N2 (biosensor™® or sensor* or device? or technolog*)) or (electronic N1 skin)) )
OR TX ( (((body-worn or "body worn" or wearable*) N2 (biosensor* or sensor*® or device?
or technolog*)) or (electronic N1 skin))

) 3,856

S16  S14 AND S15 5,289

S15  TI((technolog* or device* or wearable*) ) OR AB ( (technolog™* or device™* or
wearable*) ) 170,718

S14  (S11 ORS120RS13) 155,191
S13  ("self care" or "self management" or "self monitor*" or self-monitor*®) 52,763
S12  (MH "Self Care") OR (MH "Self-Management") 34,811

S11  (MH "Self Report") OR TI ( ("self report*" or self-report*) ) OR AB ( ("self
report™*" or self- report™*) ) 105,081

S10  S8ORS9 17,592

S9 TI ( (mHealth or m-health or "mobile health" or ehealth or e-health or "smart
technolog*" or smartphone* or "smart phone*" or smartwatch* or "smart watch*") ) OR
AB ( (mHealth or m-health or "mobile health" or ehealth or e-health or "smart technolog*"
or smartphone* or "smart phone*" or smartwatch* or "smart watch*") )9,339

S8 (MH "Telemedicine") 9,398
S7 S4 OR S5 OR S6 104
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S6 TI ( ("quantified self" or lifelog) ) OR AB ( ("quantified self" or lifelog) )

S5 TI ( ((personal* or self or patient*) N2 data* N2 (tracking or tracke??)) ) OR AB (
((personal* or self or patient*) N2 data* N2 (tracking or tracke??))) 46

S4 TI ( ("self recorded health data" or "self-recorded health data" or (("self-recorded" or
"self recorded" or "self tracking" or self-tracking or "self tracke??" or self-tracke?? or "self-
expressed" or "self expressed" or "personally collected") N3 (data? or dataset? or "data
set?"))) ) OR AB ( ("self recorded health data" or "self-recorded health data" or (("self-
recorded" or "self recorded" or "self tracking" or self- tracking or "self tracke??" or self-
tracke?? or "self-expressed" or "self expressed" or "personally collected") N3 (data? or

dataset? or "data set?"))) ) 25
S3 S10ORS2 30,360
S2 ((patient* or caregiver®™) N2 (generated or recorded) N3 (data? or dataset? or

"dataset?")) 30,173

S1 TI ( ("patient generated data" or "patient generated health data" or "patient-
generated data" or "patient-generated health data" or (("patient generated" or "patient-
generated") N3 (data? or dataset? or "data set?"))) ) OR AB ( ("patient generated data" or
"patient generated health data" or "patient-generated data" or "patient-generated health data"
or (("patient generated" or "patient-generated") N3 (data? or dataset? or "data set?"))) ) OR
TX (("patient generated data" or "patient generated health data" or "patient-generated data"
or "patient-generated health data" or (("patient generated" or "patient-generated") N3 (data?
or dataset? or "data set?"))) ) 266

Scopus (scopus.com) August 19,2019

( (TITLE-ABS-KEY ( ( "patient generated data" OR "patient generated health data" OR
"patient- generated data" OR "patient-generated health data" OR ( ( "patient generated" OR
"patient-generated"

) W/3 ( data? OR dataset? OR "data set?" ) )))) OR ( TITLE-ABS-KEY ( ( ( "user
generated" OR user-generated ) W/3 ( data? OR "data set?" OR data-set? ) ) ) ) OR ( TITLE-
ABS-KEY ( ("self recorded health data" OR "self-recorded health data" OR ( ( "self-
recorded" OR "self recorded" OR "self tracking" OR self-tracking OR "self tracke??" OR
self-tracke?? OR "self-expressed" OR "self expressed" OR "personally collected" ) W/3 (
data? OR dataset? OR "data set?" ) ))) ) OR ( TITLE-ABS-KEY ( ( "quantified self" OR
lifelog ) ) ) OR ( TITLE-ABS-KEY ( mhealth OR m- health OR "mobile health" OR
ehealth OR e-health OR "smart technolog*" OR smartphone* OR "smart phone*" OR
smartwatch* OR "smart watch*" ) ) OR ( TITLE-ABS-KEY ( mhealth OR m- health OR
"mobile health"” OR ehealth OR e-health OR "smart technolog*" OR smartphone* OR
"smart phone*" OR smartwatch* OR "smart watch*" ) ) OR ( TITLE-ABS-KEY ( "self
report™*" OR self-report™ OR "self care" OR "self management" OR "self monitor*" OR
self-monitor* ) AND TITLE-ABS-KEY ( technolog* OR device* OR wearable* ) ) OR (
TITLE-ABS-KEY ( ( ( ( body- worn OR "body worn" OR wearable* ) W/2 ( biosensor* OR
sensor* OR device? OR technolog*

) ) OR (electronic W/1 skin ) ) ) ) OR ( TITLE-ABS-KEY ( "patient reported" W/4
outcome® ) OR TITLE-ABS-KEY ( ( ( ( body-worn OR "body worn" OR wearable* ) W/2 (
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biosensor* OR sensor* OR device? OR technolog* ) ) OR ( electronic W/1 skin)))))
AND ( TITLE-ABS-KEY ( ( ( computer* OR electronic OR linkage ) W/2 ( health OR
medical ) W/2 record?)) OR TITLE- ABS (ehr))

2,647 document results

Web of Science Core Collection (Clarivate Analytics) August19,2019
#18 761  #17 OR #15 OR #14 OR #13
#17 182  #16 AND #8
#16 4,997 TS=(("patient* portal*" or patient*) NEAR/2 portal*)
#15 123 #12 AND#8
#14 4 #10 AND #8
#13 526  #9 AND #8
#12 3,197 #10O0R #11

#11 3,028 TOPIC: (((clinical or hospital) NEAR/4 ("decision support system?" or "information
system?")))

#10 169 TOPIC: ((meaningful NEAR/1 "use?"))

#9 16,574 TS=(((computer* or electronic or linkage) NEAR/2 (health or
medical) NEAR/2 record?))

#38 49,164 #7 OR #6 OR #5 OR #4 OR #3 OR #2 OR #1

#7 9,922 TOPIC: ((((body-worn or "body worn" or wearable*) NEAR/2 (biosensor*
or sensor* or device? or technolog*)) or (electronic NEAR/1 skin)))

#6 9,320 TOPIC: (("self report*" or self-report™ or "self care" or "self
management" or "self monitor*" or self-monitor*) and (technolog* or device™* or
wearable*))

#5 32,138 TOPIC: ((mHealth or m-health or "mobile health" or ehealth or e-
health or "smart technolog*" or smartphone* or "smart phone*" or smartwatch™® or
"smart watch*"))

#4 194  TOPIC: (((personal* or self or patient™) NEAR/2 data* NEAR/2 (tracking or tracke??)))

#3 7 TOPIC: (("self recorded health data" or "self-recorded health data" or (("self-recorded" or

"self recorded" or "self tracking" or self-tracking or "self tracke??" or self-tracke?? or "self-
expressed" or "self expressed" or "personally collected") NEAR/3 (data? or dataset? or "data

set?")))

#2 61 TOPIC: (((patient* or caregiver®*) NEAR/2 (generated or recorded)
NEAR/3 (data? or dataset? or "data set?")))

#1 124  TS=("patient generated data" or "patient generated health data" or "patient-
generated data" or "patient-generated health data" or (("patient generated" or "patient-
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generated") NEAR/3 (data? or dataset? or "data set?")))

Academic Search Ultimate (Ebscohost) August19,2019
S25 S21 OR S22 OR S23 OR S24 1,403
S24 S14 AND S20 81
S23 S14 AND S19 81

S22 S14 AND S18 12
S21 S14 AND S17 1,279

S20  TI(((("patient* portal*" or patient*) N2 portal*) ) ) OR AB ( ( (("patient* portal*"
or patient®) N2 portal*) ) ) OR KW ( ( (("patient® portal*" or patient™) N2 portal*) ) )
1,764

S19  TI((((clinical or hospital) N4 ("decision support system?" or "information
system?")) ) OR AB( ( ((clinical or hospital) N4 ("decision support system?" or "information
system?")) ) OR KW ( ( ((clinical or hospital) N4 ("decision support system?" or
"information system?")) ) 1,607

S18  TI (meaningful N1 "use?") OR AB (meaningful N1 "use?") OR KW
(meaningful N1 "use?") 864

S17  S150RSI16 20,394

S16  TI(( ((computer* or electronic or linkage) N2 (health or medical) N2 record?) ) )
OR AB ( ( ((computer* or electronic or linkage) N2 (health or medical) N2 record?) ) )
OR KW ( ( ((computer*or electronic or linkage) N2 (health or medical) N2 record?) ) )

16,452
S15  DE "ELECTRONIC health records" 11,101
S14  S30ORS40R S50RS60R S70RS80R S110ORS120RS13 60,198

S13  TI ("patient reported" N4 outcome*) OR AB ("patient reported" N4 outcome*) OR
KW ("patient reported" N4 outcome®) 9,713

S12 TI(( (((body-worn or "body worn" or wearable*) N2 (biosensor* or sensor* or
device? or technolog™*)) or (electronic N1 skin)) ) ) OR AB ( ( (((body-wom or "body wom"
or wearable*) N2 (biosensor* or sensor* or device? or technolog*)) or (electronic N1 skin))
)) OR KW ( ( (((body-wormn or "body worn" or wearable*) N2 (biosensor* or sensor* or

device? or technolog™*)) or (electronic N1 skin))
)) 5,655

S11  S9AND S10 720

S10  TI ( (technolog* or device* or wearable*) ) OR AB ( (technolog* or device* or
wearable*) ) OR KW ( (technolog* or device* or wearable*) ) 1,547,951

S9 (DE "HEALTH self-care") OR (DE"PATIENT self-monitoring") 11,478

S8 TI ( ( (mHealth or m-health or "mobile health" or ehealth or e-health or "smart
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technolog™" or smartphone* or "smart phone*" or smartwatch* or "smart watch*") ) ) OR
AB ( ( (mHealth or m-health or "mobile health" or ehealth or e-health or "smart
technolog™" or smartphone* or "smart phone*" or smartwatch* or "smart watch*") ) ) OR
KW ( ( (mHealth or m-health or "mobile health" or ehealth or e- health or "smart
technolog™" or smartphone* or "smart phone*" or smartwatch* or "smart watch*") ) )
34,767

S7 DE "TELEMEDICINE" 10,945

S6 TI( ( ("quantified self" or lifelog) ) ) OR AB ( ( ("quantified self" or lifelog) )
) OR KW ( ( ("quantified self" or lifelog) )) 183

S5 TI ( ( ((personal* or self or patient*) N2 data*™ N2 (tracking or tracke??))) ) OR
AB ( (((personal* or self or patient*) N2 data*™ N2 (tracking or tracke??)) ) ) OR KW ( (
((personal* or self or patient*) N2 data* N2 (tracking or tracke??)) ) ) 77

S4 TI ( ( ("self recorded health data" or "self-recorded health data" or (("self-recorded"
or "self recorded" or "self tracking" or self-tracking or "self tracke??" or self-tracke?? or
"self-expressed" or "self expressed" or "personally collected") N3 (data? or dataset? or "data
set?"))) ) ) OR AB ( ( ("self recorded health data" or "self-recorded health data" or (("self-
recorded" or "self recorded" or "self tracking" or self- tracking or "self tracke??" or self-
tracke?? or "self-expressed" or "self expressed" or "personally collected") N3 (data? or
dataset? or "data set?"))) ) ) OR KW ( ( ("self recorded health data" or "self- recorded health
data" or (("self-recorded" or "self recorded" or "self tracking" or self-tracking or "self
tracke??" or self-tracke?? or "self-expressed" or "self expressed" or "personally collected")
N3 (data? or dataset? or "data set?"))) ) ) 36

S3 (S1 OR S2) 932

S2 TI ( ((patient™ or caregiver®) N2 (generated or recorded) N3 (data? or dataset? or
"data set?")) ) OR AB ( ((patient™® or caregiver®) N2 (generated or recorded) N3 (data? or
dataset? or "data set?")) ) OR KW ( ((patient* or caregiver®) N2 (generated or recorded) N3
(data? or dataset? or "data set?")) ) 932

S1 TI ( ( ("patient generated data" or "patient generated health data" or "patient-
generated data" or "patient-generated health data" or (("patient generated" or "patient-
generated") N3 (data? or dataset? or "data set?"))) ) ) OR AB ( ( ("patient generated data"
or "patient generated health data" or "patient- generated data" or "patient-generated health
data" or (("patient generated" or "patient-generated") N3 (data? or dataset? or "data
set?"))) ) ) OR KW ( ( ("patient generated data" or "patient generated health data" or
"patient-generated data" or "patient-generated health data" or (("patient generated" or
"patient- generated") N3 (data? or dataset? or "data set?"))))) 51

Dissertations & Theses Global (ProQuest)August 19,2019
S20  S16orS17or S18or S19 123
S19 Siland S15 10
S18 S1l1and S14 23
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S17  SllandSI13 7
S16  SllandS12 93

S15  noft((("patient* portal*" or patient*) NEAR/2 portal*) ) 135

S14  noft(((clinical or hospital) NEAR/4 ("decision support system?" or "information
system?")) ) 650

S13  noft((meaningful NEAR/1 "use?") ) 406

S12  noft(((computer* or electronic or linkage) NEAR/2 (health or medical) NEAR/2
record?) 2,157 S11 S3 or S4 or S5 or S6 or S7 or S8
or S9 or S10 5,232

S10  noft(("patient reported" NEAR/4 outcome®) ) 342

S9 noft((((body-worn or "body worn" or wearable*) NEAR/2 (biosensor* or sensor® or
device? or technolog*)) or (electronic NEAR/1 skin)) ("Self care" OR "self report*" OR
"Self monitor*") NEAR/5 (technolog™ OR device* OR wearable*)) 9

S8 noft(("Self care" OR "self report*" OR "Self monitor*") NEAR/5 (technolog*
or device* or wearable™*) ) 243

S7 noft(telemedicine or mHealth or m-health or "mobile health" or ehealth or e-
health or "smart technolog*" or smartphone* or "smart phone*" or smartwatch* or
"smart watch*") 4,529

S6 noft("quantified self" or lifelog) 43

S5 noft(((personal* or self or patient*) NEAR/2 data* NEAR/2 (tracking or tracke??))) 11

S4 noft( ("self recorded health data" or "self-recorded health data" or (("self-recorded"
or "self recorded" or "self tracking" or self-tracking or "self tracke??" or self-tracke?? or

"self-expressed" or "self expressed" or "personally collected") NEAR/3 (data? or dataset? or
"dataset?"))) ) 19

Select item 3
S3 S10RS2 91

S2 noft(( ((patient* or caregiver*) NEAR/2 (generated or recorded) NEAR/3 (data?
or dataset? or "data set?")) ) ) 91

S1 noft(("patient generated data" or "patient generated health data" or "patient-generated
data" or "patient-generated health data" or (("patient generated" or "patient-generated")
NEAR/3 (data? or dataset? or "data set?"))) ) OR noft(((patient® or caregiver*) NEAR/2
(generated or recorded) NEAR/3 (data? or dataset? or "data set?"))) 91

IEEE Xplore Digital Library (ieee.org) August19,2019

1) '"patient generated" OR patient-generated

Filters Applied: medical information systems, electronic
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health records 7 results

2) (("patient generated" OR patient-generated)) AND
(electronic health record*) 7 results

3) (("user generated" OR user-generated)) AND
(electronic health record*) 3 results
Inspec (engineeringvillage.com, Elsevier) August19,2019

39 records found in Inspec for 1884-2020:

((("patient generated" or patient-generated or "patient reported" or patient-reported or "user
generated" or user-generated or "user reported" or user-reported) AND electronic health
record*) WN ALL)
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Appendix C. EHR Vendor Survey

EHR Vendor Questionnaire

Q1 What is the name of the EHR company you represent?

We will not associate these answers with you or your company.

Q2 Does your EHR allow for PGHD to be ingested?
Yes  No (if no skip to question X)

Q3 How long has your EHR allowed for PGHD to be ingested?

Q4 Do you allow for a Bring Your Own Device (BYOD) model?
Yes No

QS5 To process and manage PGHD does your EHR require custom built functionality or does pre-built
functionality exist, or both?

Custom built functionality is needed

Pre-built functionality exists
Both

Q6 Is PGHD inclusion part of the original contract with clients or an add-on? (select all that apply)
Original Contract
Add-on

Q7 Can PGHD be received outside of the patient portal?
Yes  No Not Sure

Q8 Is PGHD accessible by providers/health system to intervene?
Yes  No

Q9 Does your EHR have functionality to notify providers regarding PGHD (i.e., exists, needs action or is
out of range)? (one selection please)

Yes - please let us know how they are to be notified in the text box below:

No

Q10 Similarly, does your EHR have functionality to notify patients regarding PGHD?
Yes - are notifications sent to patients about abnormal PGHD or the need to upload data from
mobile health devices or patient-reported outcome surveys?
No
Not sure

Q11 Does your EHR have the capability to send patient data from the EHR to mobile health apps?
Yes - Please let us know below, if this data is also available in graphical form:
No
Not sure
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Q12 What type of PGHD already are or will potentially be integrated? (select all that apply)

Blood pressure Heart rate SpO2 — Oxygen monitoring
Respirations Weight Temperature

Glucose Rhythm strips Actigraphy

Steps Jogging/running/biking distance Fluid intake Sleep cycles
Menstrual cycles Health history Treatment history
Symptoms Smoking Diet/nutrition

Questionnaires/Assessment/PRO/PROM responses including: (select all that apply)
Satisfaction Review of symptoms
Quality of life Mental health (mood/motivation)

Patient health questionnaires: (select all that apply)

Screening, Brief Intervention and Referral to Treatment (SBIRT)
Social determinants of health

COVID symptoms

Other - Please provide more information about what your EHR can potentially be or already is
Integrated which is not listed above:

Q13 Does your EHR allow for the push/active or pull/passive transfer of PGHD? (select all that apply)
Push/active Pull/passive

Q14 What technical approach to PGHD integration does your EHR Support (select all that apply):

HL7 FHIR Standardized APIs
Custom APIs Web services Other
PDF Don't know

Q15 Does your EHR use design schemas such as Open mHealth? (OmH; IEEE P1752 standards
process)?
Yes No Not sure

Q16 What standardized medical coding terms are leveraged for PGHD by users of your EHR?

SNOMED LOINC RxNorm

CPT ICD-9 or ICD-10 MedDRA
FDA HL7 NDC

RadLex DICOM UCUM
IEEE SPL Other not listed:
Not sure None

Q17 What platforms does your EHR partner with to integrate PGHD?
Apple HealthKit Google Fit Other:
None Not sure

Q18 How many tools, products and 3rd party companies integrate PGHD into your EHR?

0 1-5 5-10 10-20 20+
Q19 Which tools, products and 3rd party companies integrate PGHD into your EHR?
Fitbit Garmin Apple Watch Livongo AliveCor
TytoCare Withings iHealth Countour Omron
Dexcom Quardio Glooko Welch-Allen  Other:
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Q20 Does your EHR have the ability to translate PGHD in different languages?
No Yes - what languages (i.e., Spanish): Not sure

Q21 Does your EHR have the ability to consume PGHD in different languages?
No Yes - what languages (i.e., Spanish): Not sure

Q22 Are their readily available resources through your patient portal for patients about PGHD?
Yes - what kind of resources? No Not sure

Q23 Do patients have the ability to:
Easily connect to supported devices without practice assistance or tech support
Require a clinic to activate prescribed devices
Not sure

Q24 Follow-up We would like to have a 30-minute follow-up to these questions. Is there someone or a
group we could speak with to dive deeper?
Yes - We would appreciate it if you would let us know whom to contact and how we might reach
them:
No

Q25 Are there any organizations that you work with that you feel are leaders in PGHD use we could
reach out to? If so, please provide your reference and contact information:
Yes: No

Q26 If you would provide your contact information, we would be glad to send you a copy of our
Environmental Scan and Guide when it is finalized:

First Name: Last Name:

Email Address: Phone Number:
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Appendix D. EHR Vendor Interview Guide

Client:

Date:

Follow-up EHR Vendor Interview Question Guide

Recording:

8.

9.

What common factors contribute to the success of making mtegration of PGHD
actionable?

What common factors contribute to the challenges of making PGHD integration
actionable?

What resources are needed for health systems or ambulatory care clinics to incorporate
PGHD?

If you as a vendor are involved in the build of mtegrating PGHD into the
EHR, whatis your role and how long does it typically take?

If PGHD is an add-on, what % of clients buy it? Do you have a feel for how many
clients use it?

Who bears the cost of API development — the vendor
or the customer? Probe: What do you expect the
customer to do vs. not do?

For partner platforms (e.g., Validic, Xealth, Google Fit, etc.)is that the
health system or EHR vendor’s responsibility for development and cost?

What security provisions are made to protect the patient if the patient’s device is lost?

What security provisions are made to protect your system?

10. How do you approach privacy with PGHD given that data is outside of

HIPAA until it is shared with the health system?
Probe: s there a model or framework you use?
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Appendix E. Excluded Articles

Table E-1. Excluded articles

Exclusion
Authors Title Year |Journal Reason
Aberger, E. W.; Migliozzi, Enhancingpatient engagement and blood 2014 |Telemedicine Journal and e-Health |Non-EHR
D.; Follick, M. J.; Malick, T.;|pressure management for renal transplant integration
Ahern, D. K. recipients via home electronic monitoring and
web-enabled collaborative care
Abernethy, A. P.; Ahmad, A.;|Electronic patient-reported data capture asa 2010 [Medical Care Non-EHR
Zafar,S. Y.; Wheeler, J. L.; |foundation ofrapid learning cancer care integration
Reese, J. B.; Lyerly, H. K.
Abernethy, A. P.; Wheeler, J. [Management of gastrointestinal symptoms in 2010 [Current Opinion in Supportive & Non-EHR
L.; Zafar, S. Y. advanced cancer patients: the rapidlearning Palliative Care integration
cancer clinic model
Absolom, K.; Gibson, A.; Engaging Patients and Clinicians in Online 2019 [Medical Care Inpatient
Velikova, G. Reportingof Adverse Effects During setting
Chemotherapy for Cancer The eRAPID System
(Electronic Patient Self-Reporting of Adverse
Events: Patient Informationand aDvice)
Absolom, K.; Gibson, A.; Engaging Patients and Clinicians in Online 2019 [Medical Care Duplicate
Velikova, G. Reportingof Adverse Effects During
Chemotherapy for Cancer: The eRAPID System
(Electronic Patient Self-Reporting of Adverse
Events: Patient InformationandaDvice)
Absolom, K.; Holch, P ; Electronic patient self-Reporting of Adverse- 2017 |[BMC Cancer Wrong study
Warrington, L.; Samy, F.; events: Patient Information and aDvice design
Hulme, C.; Hewison, J.; (eRAPID): a randomised controlled trial in
Morris, C.; Bamforth, L.; systemic cancer treatment
Conner, M.; Brown, J.;
Velikova, G.; e, Rapid
systemic treatment work
group
Adams, W. G.; Fuhlbrigge, TLC-Asthma: an integrated informationsystem (2003 |AMIA ... Annual Symposium Insufficient
A. L.;Miller, C. W.; Panek, |for patient-centered monitoring, case Proceedings/AMIA Symposium data
C.G; Gi, Y.; Loane,K. C.; |management, and point-of-care decision support
Madden, N. E.; Plunkett, A.
M.; Friedman, R. H.
Adler-Milstein, J.; Nong, P. |Early experiences with patient generatedhealth |2019 [Journal ofthe American Medical Wrong
data: Health system and patient perspectives Informatics Association outcomes
Ahanathapillai, V.; Amor, J. [Assistive technology to monitor activity,health [2015 [Technology and Disability Non-EHR
D.; James, C. J. and wellbeing in old age: The wrist wearable unit integration
in the USEFIL project
Ahmad, Fahd A.; Payne, Using REDCap and Apple ResearchKit to 2020 [Journal of the American Medical Not Patient
Philip R. O.; Lackey, Ian; integrate patient questionnaires and clinical Informatics Association Generated
Komeshak, Rachel; Kenney, |decision support into the electronic healthrecord Health Data
Kenneth; Magnusen, to improve sexually transmitted infection testing
Brianna; Metts, Christopher; |in the emergency department
Bailey, Thomas
Ala'Aldeen, K.; Stones, N.; |130: Routine implementation of electronic patient| 2017 |Lung Cancer (01695002) Non-EHR
Woolf, D.; Bayman, N.; reported outcomes (ePRO) in lung cancer patients integration
Coote, J.; Harris, M.;
Pemberton, L.; Sheikh, H.;
Chan, C.; Faivre-Finn, C.
Albert, L.; Capel, I.; Garcia- [Managing gestational diabetes mellitus using a 2020 [Diabetes Research and Clinical Non-EHR
Sdez, G.; Martin-Redondo, |[smartphone application with artificial intelligence Practice integration

P.;Hernando, M. E.; Rigla,
M.

(SineDie) during the COVID-19 pandemic: Much
more than just telemedicine
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Exclusion

Authors Title Year [Journal Reason
Allen, N. A.; Zagarins, S. E.; |Refinement and evaluation of a comprehensive [2012 [Diabetes Not original
Welch, G. disease management program for diabetes and article
cardiovascular risk reduction
Anand, V.; McKee, S.; Leveraging electronic tablets for general pediatric| 2015 | Applied Clinical Informatics Potential to
Dugan, T.M.; Downs, S. M. |care: apilot study Integrate
Only
Anthony, C. A.; Polgreen, L. |Outpatient blood pressure monitoring using bi- 2015 [Journal of the American Society of |Non-EHR
A.; Chounramany, J.; Foster, |directional text messaging Hypertension integration
E.D.; Goerdt, C. J.; Miller,
M. L.; Suneja, M.; Segre, A.
M.; Carter, B. L.; Polgreen,
P. M.
Archangelidi, O.; Abbott, J.; |Quality oflife in patients with CF using three 2019 [Pediatric Pulmonology Non-EHR
Bryon, M.; Cosgriff, R.; online research questionnaires: A feasibility integration
Simmonds, N.; Duckers, J.; |study
Bell, N.; Wildman, M.;
Withers, N.; Orchard, C.;
Bilton, D.; Carr, S. B.
Arens-Volland, A.; Feidert, |Use of electronic patient diaries supports 2011 [Clinical and Translational Allergy Not original
F.; Herbst, R.; MAﬂsges, R.; [diagnosis of food allergy and diet management article
RAYsch, N.
Arnold, J.; Tudorascu, D. L.; |Online lifestyle tracking only improves weight 2018 |Journal of General Internal Medicine | Not original
McTigue, K. M.; Bryce, C. |outcomes in conjunction with coaching support: article
L.; Simkin-Silverman, L. R.; |Results from the maintain-PC study
Hess, R.; Fischer, G.;
Conroy, M.
Arvanitis, M.; Moore, A.; Online assessments of medication adherence and (2019 [Journal of General Internal Medicine | Insufficient
Hur, S.; Curtis, L. M_; risks for inadequate adherence to critical data
Ladner, D.; Wolf, M. S. medications in ambulatory populations
Aschettino, L.; Baldwin, K.; |Including Patient-Generated Health Data in 2015 |Journal of AHIMA Wrong study
Friedman, B.; Grady, R.; Electronic Health Records design
Grebner, L.; Hennings, M.
E.; Kadlec, L.; Kirby, A.;
Meyer, M.; O'Dell, R. M;
Pearson, S.; Roberson, J.;
Rulon, V.; Schoeffel, B.;
Smith, A.; Tegen, A.;
Washington, L.
Ashley, L.; Jones, H.; Feasibility test of a UK-scalable electronic 2011 |BMC Medical Informatics and Non-EHR
Forman, D.; Newsham, A.; |system forregular collection of patient-reported Decision Making integration
Brown, J.; Downing, A.; outcome measures and linkage with clinical
Velikova, G.; Wright, P. cancer registry data: the electronic Patient-
reported Outcomes from Cancer Survivors
(ePOCYS) system
Atreja, A.; Khan, S.; Rogers, [Impact of the Mobile HealthPROMISE Platform [2015 [JMIR Research Protocols Non-EHR
J. D.; Otobo, E.; Patel, N. P.; |on the Quality of Care and Quality of Life in integration
Ullman, T.; Colombel, J. F.; |Patients With Inflammatory Bowel Disease:
Moore, S.; Sands, B. E; Study ProtocolofaPragmatic Randomized
Health, Promise Consortium |Controlled Trial
Group
Aung, T.;Sharpe,R.; Use of'a web-based Rheumatology patient 2019 |Annals of the Rheumatic Discases Non-EHR
Manhas, R.; Kyle, S. management portal integration
Austin, L.; Sanders, C.; Patients' experiences of using a smartphoneapp |[2017 |Rheumatology (United Kingdom) Non-EHR
Dixon, W. for remote monitoring of rheumatoid arthritis integration
integratedinto the electronic medical record and
its impact on consultations
Austin, L.; Sanders, C.; Patients' experiences of remote monitoring of 2017 [Annals of the Rheumatic Diseases Not original

Dixon, W.

rheumatoidarthritis using a smartphone app

article
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Exclusion

Authors Title Year [Journal Reason
Austin, L.; Sanders, C.; Patients' experiences of using a smartphoneapp |2016 |Arthritisand Rheumatology Not original
Dixon, W.G. for remote monitoring of rheumatoid arthritis, article
integratedinto the electronic medical record, and
its impact on consultations
Austin, L.; Sharp, C. A.; van |Providing'the bigger picture": benefits and 2019 [Rheumatology Potential to
der Veer, S. N.; Machin, M.; |feasibility of integratingremote monitoring from Integrate
Humphreys, J.; Mellor, P.; smartphonesinto the electronic healthrecord Only
McCarthy, J.; Ainsworth, J.;
Sanders, C.; Dixon, W. G.
Austin, L.; Sharp, C. A.; van |Providing'the bigger picture': Benefits and 2020 [Rheumatology (United Kingdom) Duplicate
der Veer, S. N.; Machin, M.; |feasibility of integratingremote monitoring from
Humphreys, J.; Mellor, P; smartphonesinto the electronic healthrecord
McCarthy, J.; Ainsworth, J.;
Sanders, C.; Dixon, W.G.
Austin, Lynn; Sharp, Providing'the bigger picture': benefits and 2020 [Rheumatology Research
Charlotte A.; Veer, Sabine N. |feasibility of integratingremote monitoring from study
van der; Machin, Matthew, |smartphonesinto the electronic healthrecord:
Humphreys, John; Mellor, Findings from the Remote Monitoring of
Peter; McCarthys, Jill; Rheumatoid Arthritis (REMORA) study
Ainsworth, John; Sanders,
Caroline; Dixon, William G.
Avery, K. N. L.; Richards, H. [Developinga real-time electronic symptom 2019 [BMC Cancer Not original
S.; Portal, A.;Reed, T .; monitoring system for patients after discharge article
Harding, R.; Carter, R; following cancer-related surgery
Bamforth, L.; Absolom, K.;
O'Connell Francischetto, E.;
Velikova, G.; Blazeby, J. M.
Avery, K.; Richards, H.; Systematic electronic capture of patient reported |2019 |European Journal of Surgical Not original
Portal, A.;Reed, T.; Harding, |outcomes after cancer surgery: A valuable Oncology article
R.; Carter, R.; Absolom, K.; |adjunct to post-operative care
Velikova, G.; Blazeby, J.
Avery, K.; Richards, H.; Feasibility of digital self-report PRO data for 2018 |[Quality of Life Research Not original
Portal, A.;Reed, T.; Harding, |monitoring adverse events after discharge article
R.; Carter, R.; Absolom, K.; |following major abdominal cancer surgery: the
Velikova, G.; Blazeby, J. eRAPID study
Ayers, D. C.; Zheng, H.; Integrating patient-reported outcomes into 2013 [Clinical Orthopaedics and Related Potential to
Franklin, P. D. orthopaedic clinical practice: proof of concept Research Integrate
from FORCE-TJR Only
Bae, W.K.; Kwon, J.; Lee, |Feasibility and accessibility of electronic patient-|2018 |Supportive Care in Cancer Non-EHR
H. W.; Lee, S. C.; Song, E.  |reported outcome measures using a smartphone integration
K.; Shim, H.; Ryu, K. H.; during routine chemotherapy: a pilot study
Song, J.; Seo, S.; Yang, Y.;
Park,J. H.; Lee, K. H.; Han,
H.S.
Baig, M. M.; Wireless remote patient monitoring in older 2013|2013 35th Annual International Potential to
GholamHosseini, H. adults Conference of the IEEE Engineering | Integrate
in Medicine and Biology Society Only
Basch, E.; Abernethy, A. P. |Supporting clinical practice decisions with real- |2011 |Journal of Clinical Oncology Wrong study
time patient-reported outcomes design
Bayliss, E. A.; Tabano, H. Data Management for Applications of Patient 2018 |EGEMS Wrong study
A.; Gill, T.M.; Anzuoni, K.; |Reported Outcomes design
Tai-Seale, M.; Allore, H. G.;
Gangz, D. A.; Dublin, S,;
Gruber-Baldini, A. L.;
Adams, A. L.; Mazor, K. M.
Beadnall, H. N.; Kuppanda, |Tablet-based screening improves continence 2015 |Annals of Clinical & Translational |Not PGHD

K. E.; O'Connell, A.; Hardy,
T.A.;Reddel, S. W.;Barnett,
M. H.

management in multiple sclerosis

Neurology

75




Exclusion

Authors Title Year [Journal Reason
Bell, K.; Warnick, E.; Patient Adoption and Utilization of a Web-Based | 2018 | American Journal of Medical Quality | Non-EHR
Nicholson, K.; Ulcog, S.; and Mobile-Based Portal for Collecting integration
Kim, S. J.; Schroeder, G. D.; |Outcomes After Elective Orthopedic Surgery

Vaccaro, A.

Benson, G.; Sidebottom, A. |Population-level changesin lifestyle risk factors |2019 |Preventive Medicine Reports Not PGHD

C.; Sillah, A.; Vock, D. M.; [for cardiovascular disease in the Heart of New

Vacquier, M. C.; Miedema, |[Ulm Project

M. D.; VanWormer, J. J.

Bergquist, T.; Buie, R. W.;  |Heart on FHIR: Integrating Patient Generated 2017 [AMIA ... Annual Symposium Potential to

Li, K.; Brandt, P. Data into Clinical Care to Reduce 30 Day Heart proceedings. AMIA Symposium Integrate
Failure Readmissions (Extended Abstract) Only

Bernhard, L.; Coffman, J.; Pilot Study of Home Vitals and Activity 2019 [Biology of Blood and Marrow Insufficient

Elberson, J.; Hodgeman, B.; |Monitoring for Allogeneic Hematopoietic Cell Transplantation data

Starn, J.; Winners, S.; Transplant Recipients

Winslow, V.; Rasmussen, P.;

Majhail, N. S.

Bidmead, E.; Marshall, A. A case study of stakeholder perceptionsofpatient|2016 |Digital Health Potential to
held records: the Patients KnowBest (PKB) Integrate
solution Only

Binstock, A.; Lemon, L.; 129: The effect of aremote blood pressure 2020 [American Journal of Obstetrics and |Non-EHR

Hauspurg, A.; Larkin, J.; monitoring program on postpartum healthcare Gynecology integration
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Redfern, J.; Coorey, G.; A digital health intervention for cardiovascular |2020 |Nature Partner Journals Not Patient
Mulley, J.; Scaria, A.; disease management in primary care Generated
Neubeck, L.; Hafiz, N.; Pitt, |(CONNECT ) randomized controlled trial Health Data
C.; Weir, K.; Forbes, J.;
Parker, S.; Bampi, F.;
Coenen, A.; Enright, G.;
Wong, A.; Nguyen, T .;
Harris, M.; Zwar, N.; Chow,
C. K.; Rodgers, A.; Heeley,
E.; Panaretto, K.; Lau, A.;
Hayman, N.; Usherwood, T .;
Peiris, D.
Redfern, J.; Usherwood, T.; |A consumer-direct digital health intervention for {2019 [European Heart Journal Research
Coorey, G.; Mulley, J.; cardiovascular risk management in primary care: study
Scaria, A.; Neubeck, L.; The Consumer Navigation of Electronic
Hafiz, N.; Chow, C.; Peiris, [Cardiovascular Tools (CONNECT ) randomised
D. controlledtrial
Rivera SAjnchez, Y. K.; Attainingrole-based, mandatory, and 2018 [Unknown Non-EHR
Demurjian, S. A.; Gnirke, L.; |discretionary access control for services by integration
Krempels, K.; Monfort, V.; |Intercepting API Calls in Mobile Systems
Majchrzak, T. A.; Traverso,
P.
Rodrigues, J. J.; Pedro, L. Mobile health platform for pressure ulcer 2013 |Health Informatics Journal Not PGHD
M.; Vardasca, T.;de la monitoring with electronic health record
Torre-Diez, I.; Martins, H. integration
M.
Rodriguez, S.; Hwang, K.; Connecting Home-Based Self-Monitoring of 2019 [JMIR Formative Research Wrong study
Wang, J. Blood Pressure Data Into Electronic Health design
Records for Hypertension Care: A Qualitative
Inquiry With Primary Care Providers
Rossi, E.; Fontelo, P.; A prototype of mobile app/EHR communication |2015 |Unknown Potential to
Ackerman, M. J.; Pozzi, G.; [through standards for home treatment of Integrate
Marceglia, S.; Fu, W. T transcranial direct current stimulation Only
Balakrishnan, P.; Harabagiu,
S.; Wang, F.; Srivatsava, J.
Rudin, R. S;; Fanta, C. H.; Core Components for a Clinically Integrated 2017 |[Applied Clinical Informatics Potential to
Predmore, Z.; Kron, K.; mHealth App for Asthma Symptom Monitoring Integrate
Edelen, M. O.; Landman, A. Only
B.; Zimlichman, E.; Bates, D.
W.
Ryu, B.; Kim, N.; Heo, E.; Impact of an Electronic Health Record-Integrated| 2017  |Journal of Medical Internet Research | Non-EHR
Yoo, S;; Lee, K.; Hwang, H.; |Personal Health Record on Patient Participation integration
Kim, J. W.;Kim, Y.;Lee, J.; |in Health Care: Development and Randomized
Jung, S. Y. Controlled Trial of MyHealthKeeper
Sargious, A.; Lee, S. J. Remote collection of questionnaires 2014 (Clinical and Experimental Wrong study
Rheumatology design
Saripalle, R. K. Leveraging FHIR to Integrate Activity Data with (2019 [Health and T echnology Potential to
Electronic Health Record Integrate
Only
Saripalle, R.; Moucek, R.; Integrating physical activity data with electronic (2019 [Unknown Insufficient
Fred, A.; Gamboa, H.; health record data
Institute for, Systems;
Technologies of Information,
Control; Communication,
Sayeed, R.; Gottlieb, D.; SMART Markers: collectingpatient-generated [2020 [Nature Partner Journals Wrong study
Mandl, K. D. health data as a standardized property of health design

information technology
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Schoenthaler, A.; Cruz, J.; Investigation of a Mobile Health Texting Tool for| 2020 |JMIR Formative Research Potential to
Payano, L.; Rosado, M.; Embedding Patient-Reported Data Into Diabetes integrate only|
Labbe, K.; Johnson, C.; Management (i-Matter): Development and

Gonzalez, J.; Patxot, M.; Usability Study

Patel, S.; Leven, E.; Mann,

D.

Schuler, M.; Trautmann, F.; |Implementationand first results of a tablet-based |2017 |Zeitschrift fur Evidenz Fortbildung | Wrongstudy
Radloff, M.; Hentschel, L.; |assessment referringto patient-reported outcomes und Qualitat im Gesundheitswesen design
Petzold, T.; Eberlein-Gonska, | in an inpatient cancer care unit

M.; Ehninger, G.; Schmitt, J.

Scotté, Florian; Minvielle, A patient reported outcome platform, a useful 2020 |European Journal of Cancer Non-EHR
Etienne; Mir, Olivier; André, |tool to improve monitoringand effective integration
Fabrice; Barlesi, Fabrice; management of Covid-19—positive patients with

Soria, Jean-Charles cancer

Secrest, A. M.; Chren, M. Benefits to patient care of electronically 2019 [British Journal of Dermatology Editorial
M.; Hopkins, Z. H.; Chen, S. |capturing patient-reported outcomes in

C.; Ferris, L. K.; Hess, R. dermatology

Secrest, A. M.; Flint, N.D.; [582 Electronic patient-reported outcome 2019 [Journal of Investigative Dermatology| Insufficient
Hess, R. implementation in dermatology data

Seo, D.;Park, Y.R.; Lee, Y.; |The Use of Mobile Personal Health Records for |2020 [Journal of Medical Internet Research | Integrated
Kim, J. Y.; Park,J. Y.; Lee, |Hemoglobin Alc Regulation in Patients With EHR/EMR
J. H. Diabetes: Retrospective Observational Study data to app
Seppen, B.; L'Ami, M. J; Development andtestingof a smartphone 2019 [Annals of the Rheumatic Diseases Insufficient
Rico, S.; Wee, M. T ; application to self-monitor disease activity in data
Turkstra, F.; Roorda, L. D.; [rheumatoidarthritis

Catarinella, F.; Van

Schaardenburg, D.;

Nurmohamed, M.; Boers, M.;

Bos, W. H.

Shah, N. K.; Gabriel, P.E.; [Implementationof Patient-Reported Outcome 2020 [nternational Journal of Radiation Insufficient
Kim, K.; Anstadt, E. J.; Collection in Radiation Oncology Clinics in a Oncology Biology Physics data
Maxwell, R. J. L.; Davis, E. |Large Healthcare System

L.; Garrett, M.; Shulman, L.;

Metz, J. M.; Wojcieszynski,

A.P.

Shah, N.; Wojcieszynski, A.; [Implementingroutine patientreported outcome [2020 [Journal of Clinical Oncology Duplicate
Davis, E.; Braun, J.; Garrett, |collection in a large, academic health system

M.; Shulman, L. N.; Metz, J.

M.; Gabriel, P. E.

Sharp, C. A.; Austin, L.; Sharing the burden of rheumatoidarthritis 2018 [Annals of the Rheumatic Diseases Insufficient
Machin, M.; Humphreys, J.; |through remote monitoringof rheumatoid data
Mellor, P.; McCarthy, J.; Van |arthritis (REMORA): Implications for patients

Der Veer, S.; Davies, L.; and clinicians

Ainsworth, J.; Sanders, C.;

Dixon, W.

Shears, A.; Bayman, N.; Electronic patient reported outcomes significantly | 2016 |Lung Cancer Wrong study
Harris, M.; Lee, L.; Haslett, |improvedtoxicity data collection and were design

K.; Wilson, B.; Faivre-Finn, |acceptable to both patientsand cliniciansin lung

C. cancer radiotherapy outpatient clinics

Simon, Gregory E.; What health records data are required for accurate[2019 [Journal of the American Medical Wrong study
Shortreed, Susan M.; prediction of suicidal behavior? Informatics Association design
Johnson, Eric; Rossom,

Rebecca C.; Lynch, Frances

L.; Ziebell, Rebecca;

Penfold; Robert, B.

Stoner, B.; Schootman, M.; [Developingand implementingan iPad-based 2014 |Sexually Transmitted Diseases Wrong study
Shacham, E.; Rother, D.; sexual history application toincrease extra- design

Presti, R.

genital gonorrhea (GC) and chlamydia (CT)
testingin men who have sex with men (MSM)
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Sztankay, Monika; Neppl, Complementing clinical cancer registry data with |2019 |European Journal of Cancer Care Non-EHR

Lucia; Wintner, Lisa M.; patient reported outcomes: A feasibility study on integration

Loth, Fanny L.; routine electronic patient-reported outcome

Willenbacher, Wolfgang; assessment for the Austrian Myelome Registry

Weger, Roman; Weyrer,

Walpurga; Steurer, Michael;

Rumpold, Gerhard; Holzner,

Bernhard

Taarnhgj, G. A.; Lindberg, Electronic reporting of patient-reported outcomes|( 2020 |Health and Quality of Life Non-EHR

H.; Dohn, L. H.; Omland, L. |in afragile and comorbid population during Outcomes integration

Ho; Hjollund, N. H.; cancer therapy - A feasibility study

Johansen, C.; Pappot, H.

Takpor, T. O.; Atayero, A. |Integratinginternet of things and EHealth 2015 [Unknown Wrong study

A.; Ao, S. I.; Gelman, L.; solutions for students' healthcare design

Korsunsky, A. M.; Ao, S. 1;

Hukins, D. W. L.; Hunter, A.;

Ao, S. I.; Gelman, L.; Taeng

Society of Artificial

Intelligence; laeng Society of

Bioinformatics; laeng

Society of Computer Science;

Taeng Society of Data

Mining; laeng Society of

Electrical Engineering; et al.,

Terstriep, S. A.; Wacker, J.; |Use of remote symptom monitoringwith breast [2019 [Journal of Clinical Oncology Insufficient

Quinlan, C.; Pochardt, K.; cancer survivors using patient reported outcome data

Basch, E. M. measures through Epic Mychart

Terstriep, S. A.; Wacker, J.; |Use of remote symptom monitoringwith breast |2019 |Journal of Clinical Oncology Insufficient

Quinlan, C.; Pochardt, K.; cancer survivors using patient-reported outcome data

Basch, E. M. (PRO) measures in MyChart

Van Deen, W.K.; Choi, J. The development of E-health tools for the 2014 |Gastroenterology Insufficient

M.; Zand, A.; Ha, C. Y.; management of inflammatory bowel diseases data

Inserra, E. K.; Eimers, L.;

Centeno, A.;Roth,B. E.;

Cole, D.; Getzug, T.;Kane,

E.; Connolly,L.S;

Ovsiowitz, M.; Ho, A. D.;

Van Oijen, M. G.; Esrailian,

E.; Hommes, D. W.

Van Der Burg, G. J. 13Health in diabetes management-the BLink 2013 [Pediatric Diabetes Insufficient
experience data

Van Der Veer, S.; Austin, L.; |Using smartphonesto improve remote 2017 |[Annals of the Rheumatic Diseases Insufficient

Sanders, C.; Dixon, W. monitoring of rheumatoidarthritis: Completeness data
of patients' symptom reports

Van der Velde, E. T.; Atsma, |Remote monitoring of patients with implanted 2013 [European Journal of Preventive Potential to

D. E.; Foeken, H.; Witteman, |devices: data exchange and integration Cardiology Integrate

T.A.;Hoekstra, W. H. Only

van der Velde, E. T.; Foeken, |Integration of data from remote monitoring 2012 |Netherlands Heart Journal Potential to

H.; Witteman, T. A.; van systems and programmers into the hospital Integrate

Erven, L.; Schalij, M. J. electronic health record system based on Only
international standards

Varady, Nathan H.; Electronic Patient Portal Use in Orthopaedic 2020 [Journal of Bone & Joint Surgery, Wrong

d’Amonville, Suzanne; Chen, |Surgery Is Associated with Disparities, Improved American Volume outcomes

AntoniaF.; dAmonville, Satisfaction, and Lower No-Show Rates

Suzanne

Vuppalapati, J. S.; Kedari, S.; |Therole of Voice Service technologies in 2018 [Unknown Wrong study

Iapakurti, A.; Kedari, S.; creatingthe next generation outpatient data design

Gudivada, M.; Vuppalapati,
C.

driven Electronic Health Record (EHR)
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Wagner, L. [.; Schink, J.; Bringing PROMIS to practice: brief and precise |2015 |Cancer Wrong
Bass, M.; Patel, S.; Diaz, M. |symptom screeningin ambulatory cancer care setting
V.; Rothrock, N.; Pearman,
T.; Gershon, R.; Penedo, F.
J.; Rosen, S.; Cella, D.
Walinjkar, A.; Woods, J.; Personalized wearable systems for real-Time 2017 [Unknown Wrong study
Liggett, S.; Oram, D.; ECG classification and healthcare design
Vagapov, Y.; Picking, R.; interoperability: Real-Time ECG classification
Houlden, N.; Mayers, J.; and FHIR interoperability
Cunningham, S.; Grout, V.;
Abd-Alhameed, R. A.
Wang, J.; Chu, C. F.; Li, C.; |Diabetes Educators' Insights Regarding 2018 [JMIR MHealth and UHealth Potential to
Hayes, L.; Siminerio, L. Connecting Mobile Phone- and Wearable Integrate
Tracker-Collected Self-Monitoring Information Only
to a Nationally-Used Electronic Health Record
System for Diabetes Education: Descriptive
Qualitative Study
Warner, J. L.; Rioth, M. J; SMART precision cancer medicine: a FHIR- 2016 [Journal ofthe American Medical Potential to
Mandl, K. D.; Mandel, J. C.; |based app to provide genomic information at the Informatics Association Integrate
Kreda, D. A.; Kohane, 1. S.; |point of care Only
Carbone, D.; Oreto, R.;
Wang, L.; Zhu, S.; Yao, H.;
Alterovitz, G.
Weatherly, J.; Kishnani, S. Automatedintegration of glucometer data into 2018 [Diabetes Insufficient
S.; Aye, T. the electronic health record data
Weatherly, J.; Kishnani, S.; |Challenges with Patient Adoptionof Automated [2019 [Diabetes Technology & Therapeutics| Insufficient
Aye, T. Integration of Blood Glucose Meter Data in the data
Electronic Health Record
Webers, C.; Beckers, E.; Development, usability and acceptability of an 2019 [RMD Open Non-EHR
Boonen, A.; van Eijk- integrated eHealth system for spondyloarthritis in integration
Hustings, Y.; Vonkeman, H.; |the Netherlands (SpA-Net)
van de Laar, M.; van
Tubergen, A.
Wesley, D. B.; Schubel, L.; |A socio-technical systemsapproach totheuseof |2019 |Journal of Biomedical Informatics |Not Patient
Chun-Ju, Hsiao; Burn, S.; health IT for patient reported outcomes: patient Generated
Howe, J.; Kellogg, K.; and healthcare provider perspectives Health Data
Lincoln, A.; Kim, B.;
Ratwani, R.
Wickramasinghe, N.; The benefits of wireless enabled applicationsto (2012 [International Journal of E-Health and[ Wrongstudy
Chalasani, S.; Goldberg, S.; |facilitate superior healthcare delivery: The case Medical Communications design
Koritala, S. of DiaMonD
Wintner, L. M.; Sztankay, How to implement routine electronic patient- 2020 |International Journal of Clinical Inpatient
M.; Riedl, D.; Rumpold, G.; |reportedoutcome monitoringin oncology Practice setting
Nickels, A.; Licht, T.; rehabilitation
Holzner, B.
Wood, E.; Yang, Q.; Diabetes Mobile Care: Aggregating and 2019 [AMIA Summits on Translational Non-EHR
Steinberg, D.; Barnes, A.; Visualizing Data from Multiple Mobile Health Science Proceedings integration
Vaughn, J.; Vorderstrasse, Technologies
A.; Crowley, M.; Henriquez,
C.; Streicher, M.; Bass Blue,
D.; Choi, S.; Shaw, R. J.
Wright, P.; Ashley, L.; Craig, |Clinical applications of the ePOCS system: 2013 [Psycho-Oncology Wrong study
A.; Ingleson, E.; Stark, D.; Preliminary findings, challenges and implications design
Kozlowska, K.; Velikova, G.
Yang, T.;Li, F.; Zhu, B.; An Exploratory Study of the Use of the 2020 [Risk Management and Healthcare Not Patient
Chen, Y.; Chen, D.; Wang, Electronic Health Records of Hypertensive Policy Generated
C.; Hou, Z.; Xu, J.; Gu, S; Patientsto Support the Primary Prevention of Health Data

Liu, J.; Wu, Z.; Wang, Y .;
Jin, C.

Stroke in Shanghai
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Zao,J. K.; Wang, M. Y.; Smart phone based medicine in-take scheduler, 2010 [Unknown Not PGHD
Tsai,P.;Liu, J. W.S.; leee [reminder and monitor
Communication Society
Zimmerman, K.; May, B.; Anxiety, depression, fatigue, and headache 2020 [Journal of neurosurgery. Pediatrics |Non-EHR
Barnes, K.; Arynchyna, A.; |burden in the pediatric hydrocephalus population integration
Alford, E.N.; Arata
Wessinger, C.; Dreer, L.;
Aban, 1.; Johnston, J. M.;
Rozzelle, C. J.; Blount, J. P;
Rocque, B. G.
Zylla, D. M.; Gilmore, G. E.; [Collection of electronic patient-reported 2020 |Support Care Cancer Research
Steele, G. L.; Eklund, J. P.; |symptomsin patientswith advanced cancer using study
Wood, C. M.; Stover, A. M.; |Epic MyChart surveys
Shapiro, A. C.
Whatsnew in "connected" medical devices? 2015 |Contemporary Pediatrics Wrong study
Physicians and parents are adoptinga host of design
health-related tools that communicate with
smartphones and tablets. Here are the latest worth
checkingout
Including Patient-Generated Health Data in 2015 |Journal of AHIMA Wrong study
Electronic Health Records...Practice Guidelines design
for Managing Health Information
ePRO: A Maturingand Widely-Preferred Market |2013 | Applied Clinical Trials Not PGHD
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Appendix F. Scoping Review Study Characteristics

Table F-1. Scoping review study characteristics

Geographic

Study Region Study Aim Study Design Study Setting Study Population
Ancker, J. S., Mauer, E., Kalish, R. B., Vest, J. R., & [ United To describe adoption ratesand | Observational: Multispecialty faculty 12 providers, 53 patients
Gossey, J. T.(2019). Early adopters of patient- States characteristics of early adopters | Retrospective pactice—physician with any recorded diagnosis
generated health data upload in an electronic patient of PGHD functionality with cohort ambulatory officesand | of diabetes or gestational
portal. Applied Clinical Informatics, 10(2),254— preliminary data about ambulatory hospital- diabetes
260.doi:10.1055/s-0039-1683987 associations based clinics
Bachmann, J. M., Posch, D. R., Hickson, G. B., United To describe the strategy Descriptive: Academic Medical N/A
Pinson, C. W., Kripalani, S., Dittus, R. S., Stead, W. | States utilized to integrate PROMsin [ System Center
W.(2020). Developingan Implementation Strategy the EHR Description
for Systematic Measurement of Patient-Reported
Outcomesat an Academic Health Center. Journal of
Healthcare Management;65(1):15-28
Bae, Y. S., Kim, K. H., Choi, S. W., Korea To introduce the experience [in | Descriptive: Academic Medical N/A
Ko, T.,Jeong, C. W., Cho, B, ... Kang, E. (2020). South Korea] implementing System Center
Information Technology-Based Management of information and Description
Clinically Healthy COVID-19 Patients: Lessons communications technology
From a Living and Treatment Support Center (ICT)-based remote patient
Operated by Seoul National University Hospital. management systemsat a
Journal of Medical Internet Research, 22(6):e19938 COVID-19 LTSC [living and

treatment support center]
Bhavnani, S. P., Cohoon, T., Shen, C., Khedraki, R., | United To determine the real-world Observational Large integrated 244 eligible patients with
Hu, S. (2020). From Electronic Medical Record States utilization of RPM in CV healthcare center hypertension, congestive
Integration to Reimbursement: Practical Implications practices within a 99091 heart failure, or an
of Chronic Care Management Through a Remote practice including arrhythmia
Patient Monitoring (CPT 99091) Cardiovascular hypertension, heart failure, and
Program. Journal of the American College of arrhythmia monitoring.
Cardiology;75(11):3621 Calculate billing and

reimbursement to gauge public

and private payment coverage.
Bloom, P., Wang, T., Marx, M., Tagerman, M., United To evaluate the feasibility ofa | Experim ental/In Academic Medical 25 cirrhotic patients
Green, B., Arvind, A., ... Richter, J. M. (2020). A States smartphone app in facilitating | terventional trial | Center
Smartphone App to Manage Cirrhotic Ascites outpatient ascites management | (e.g.
Among Outpatients: Feasibility Study. JMIR RCT)
Medical Informatics;8(9):el7770
Coenen, S., Nijns, E., Weyts, E., Geens, P., Van den | Belgium To evaluate the implementation | Observational Academic Medical 45 1BD patients
Bosch, B., Vermeire, S., ... Van Assche, G. (2020). and patient use of an IBD Center

Development and feasibility of a telemonitoringtool
with full integration in the electronic medical record:
a proof of concept study for patients with
inflammatory bowel disease in remission on
biological therapy. ScandinavianJournal of
Gastroenterology,; 55(3):287-293

mobile app.




Geographic

Study Region Study Aim Study Design Study Setting Study Population
Day, F. C., Pourhomayoun, M., Keeves, D., Lees, A. | United To test the usability of a trial- | Observational: Single clinic 4 providers, 9 patients being
F., Sarrafzadeh, M., Bell, D., & Pfeffer, M. A. States tested Web-based patient- Cross- sectional screened for prostate
(2019). Feasibility study of an EHR-integrated education intervention intoan specific antigen
mobile shared decision makingapplication. EHR-integrated mobile
International Journal of Medical Informatics, 124, application
24-30.
Fisher, N. D., Fera, L. E., Dunning, J. R., Desai, S., | United To develop a remote, Experim en tal: Primary care and 130 patients with
Matta, L., Liquori, V., ... MacRae, C. A. (2019). States navigator-led, home-based Pre/post specialty clinics hypertension
Development of an entirely remote, non- physician hypertension program
led hypertension management program. Clinical
Cardiology, 42(2),285-291.
Forshaw-Hulme, S., Oldham, A. (2019). Self- United To assess the influence of Observational Non-profit, non- Six patients with Lysosomal
management using wearable technology, to promote | Kingdom wearable technology in academic health system | Storage Disease
knowledge and skill in patients ability to manage assisting patients in managing
their own care. Physiotherapy (United their own care.
Kingdom);107():el29-e130
Girgis, A., Durcinoska, ., Arnold, A., & Delaney, Australia T o detail methods and (No evaluation) Four cancer centers 400+ patientsin 4 cancer
G. P.(2019). Interpretingand actingon the PRO processes that informed centers
scores from the Patient-reported Outcomes for PROMPT -Care program
Personalized Treatment and Care (PROMPT - Care) development
eHealth system. Medical Care, 57,S85—-S91.
Girgis, A., Durcinoska, I., Arnold, A., Descallar, J., | Australia To implement the PROMPT- | Experim ental/In Four public hospitals 328 patientsin 4 public
Kaadan, N., Miller, A., ... Delaney, G. P.(2019). Care (Patient Reported terventional trial hospitals
Web-Based Patient-Reported Outcome Measures for Outcome Measures for (e.g.
Personalized Treatment and Care (PROMPT -Care): Personalized Treatment and RCT)
Multicenter Pragmatic Nonrandomized T'rial. Care) web-based system into
Journal of Medical Internet Research existingclinical workflows and
;22(10):e19685 evaluate its effectiveness
amonga diverse population of
patients with
cancer.
Gold, H. T.,Karia, R. J., Link, A., Lebwohl, R., United To describe the design and Mixed methods: Large urban academic 58 physicians (36,121 visits)
Zuckerman, J. D., Errico, T. J., ... Cantor, M. N. States implementation of creating Cross- sectional, |[medical center,
(2018). Implementation and early adaptation of patient-reported outcomes descriptive department of orthopedic
patient- reported outcome measures into an measures surgery
electronic health record: A technical report. Journal
of Health and Medical Informatics.
doi:10.1177/1460458218813710
Graetz, 1., Anderson, J. N., McKillop, C. N., United To evaluate a postoperative Experimental: Cancer center 35 patients diagnosed or
Stepanski, E. J., Paladino, A. J., & Tillmanns, T.D. [ States Web-based application Randomized with suspected of having
(2018). Use of a Web-based app to improve interventionto provide real- controlledtrial gynecological cancer

postoperative outcomes for patientsreceiving
gynecological oncology care: A randomized
controlled feasibility trial. Gynecologic Oncology,
150(2),311-317.

time symptom monitoringto
patients who had open bilateral
salpingo-oophorectomy surgery

9%




Geographic

Study Region Study Aim Study Design Study Setting Study Population
Judson, T.J., Odisho, A. Y., Neinstein, A. B., Chao, | United To describe the rapid Descriptive Academic Medical 950 patients
J., Williams, A., Miller, C., ... Gonzales, R. (2020). | States implementation of a self- Center
Rapid design and implementation of an integrated triage/scheduling toolused for
patient self-triage and self-scheduling tool for COVID-19
COVID-19. Journal of the American Medical
Informatics Association; 27(6).:860-866
Kumar, R. B., Goren, N. D., Stark, D. E., Wall, D. United To pilot andassess the Descriptive Clinic setting 1 provider, 10 pediatric
P., & Longhurst, C. A. (2016). Automated States feasibility of automatic patients with insulin-
integration of continuous glucose monitor data in the integration of continuous dependent diabetes
electronic health record using consumer technology. glucose monitor data in the
Journal of the American Medical Informatics EHR using consumer
Association, 23(3),532-37. technology
doi:10.1093/jamia/ocv206
Lesko, M. B., Rudym, D., Kon, Z., Chang, S., United To evaluate the hypothesis that | Descriptive: Academic Medical 50 patients who received a
Lamaina, V., Snodgrass, C., ... Angel, L. F. (2020). | States home monitoringandtelehealth | System Center single or bilateral lung
Telehealth and Home Monitoringin Lung utilizing data from a mobile Description transplant or a heart/lung
Transplant. Journal of Heart and Lung healthcare application in transplant
Transplantation; 39(4):5383 conjunction with laboratory

values and chest imaging, can

replace an outpatient

appointment
Leventhal, R. (2015). How Duke is using HealthKit | United To describe the use of (No evaluation) Outpatient setting Fewer than 50 patientsand
to get patient- generated data into the EHR. States HealthKit to get PGHD into the providers
Retrieved from https://w ww .hcinno vationgroup.co EHR
m/clinical-it/article/1302500 1/how-duke-is- using-
healthkit-to-get-patient-generated-data-into-the-her
Lewinski, A. A., Drake, C., Shaw, R. J., Jackson, G. [ United To examine the feasibility of Qualitative 2 primary care clinics 35 patients with type 2
L., Bosworth, H. B., Oakes, M., ... Crowley, M. J. States delivering a telemedicine diabetes
(2019). Bridging the integration gap between interventionusing processes for
patient-generated blood glucose data and electronic integration of PGHD into the
health records. Journal of the American Medical EHR
Informatics Association, 26,667—672.
Mammen, J. R., Schoonmaker, J. D., Java, J., United T o evaluate efficacy and Mixed Methods Academic Medical 30 adult patientsand4
Halterman, J., Berliant, M. N., Crowley, A., Reznik, | States acceptability of the Technology Center providers

M., ... Arcoleo, K. (2020). Going mobile with
primary care: smartphone-telemedicine for asthma
management in young urban adults (T EAMS).
Journal of Asthma; 1-13

Enabled Asthma Management
System (T EAMS) smartph one-
telem edicine program when
implementedin a real-world
clinical practice.
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Study Region Study Aim Study Design Study Setting Study Population
Marquard, J. L., Garber, L., Saver, B., Amster, B., United To remedy technical and Qualitative Multispecialty medical 26 patients

Kelleher, M., & Preusse, P. (2013). Overcoming States procedural challenges before group

challenges integrating patient- generated data into implementinga randomized

the clinical EHR: Lessons from the CONtrolling controlledtrial on alow-cost

Disease Using Inexpensive IT-Hypertension in consumer health informatics

Diabetes (CONDUIT-HID) Project. International intervention

Journal of Medical Informatics, 82,903-910

May, J. R, Klass, E., Davis, K., Pearman, T ., United To describe the integration of | Descriptive Academic Medical 15,318 patients sent screener
Rittmeyer, S., Kircher, S., Hitsman, B. (2020). States an automated PRO for tobacco Center for smoking within last 30
Leveraging Patient Reported Outcomes use screening and linked days

Measurement via the Electronic Health Recordto referral system within the

Connect Patients with Cancer to Smoking Cessation patient portal/EHR

Treatment. International Journal of Environmental

Research and Public Health;17(14):13

Miyamoto, S., Dharmar, M., Fazio, S., Tang- United To evaluate the impact ofa Experimental: Academic health 121 patients with Type-2
Feldman, Y., & Young, H. M. (2018). mHealth States mobile-health-enabled nurse Rand omized system —primary care diabetes

technology andnurse health coachingto improve health coachingintervention controlledtrial clinics

health in diabetes: protocol for a randomized

controlledtrial. JMIR Research Protocols, 7(2), e45.

doi:10.2196/resprot.9168

Moore, S. L., Fischer, H. H., Steele, United To assess the feasibility of Mixed methods: | Two federally qualified [ 135 patients with diabetes
A. W., Durfee, M. J., Ginosar, D., Rice-Peterson, C., | States integratinga mobile-health Prospective health centers

... Davidson, A. J. (2014). A mobile health infrastructure with the EMR to | cohort, qualitative

infrastructure to support underserved patients with support patients with chronic

chronic disease. Healthcare, 2(1), 63—68. disease

Paterson, M., McAulay, A., & McKinstry, B. (2017). | Scotland To describe amethodto (No evaluation) Outpatient setting 1,200 patients
Integratingthird-party telehealth records with the produce a report of patient-

general practice electronic medical record system: A generated data that isavailable

use case approach. BMJ Health & Care Informatics, through their EHR

24(4),317-322.

Pennic, J. (2017). Cedars-Sinai partners with United To integrate patient-generated | (No evaluation) Outpatient setting Patients with hypertension,
Noteworth to integrate patient-generated data with | States data into clinical decision congestive heart failure,

Epic EMR. Retrieved from
https://hitconsultantnet/2017/05/16/cedars-sinai-

noteworth-patient- generated-data/#XgzSqEdKiUk

making

diabetes, and thyroid
disorders, and maternal—
fetal medicine patients who
had high-risk pregnancies
and related conditions,
such as gestational diabetes
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Geographic

Study Region Study Aim Study Design Study Setting Study Population
Pevnick, J. M., Elad, Y., Masson, L. M., Riggs, R. United To develop a protocolto Observational Academic Medical 151 patients
V., Duncan, R. G. (2020). Patient-Initiated Data: States address millions of unreviewed Center
Our Experience with Enabling Patients to Initiate heart rates, with a goal of
Incorporationof Heart Rate Data into the Electronic balancing the potential benefits
Health Record. Applied Clinical of allowing patientsto address
Informatics; 11(4):671-679 clinically concerningheart rates
with the potential risks of
breaching the confidentiality of
patients who had not requested
review.
Richards, H. S., Blazeby, J. M., Portal, A., Harding, | United To: (i) explore participant Mixed Methods Academic Medical 29 patients who had
R., Reed, T.,Lander, T, ... Avery, K. N. L. (2020). | Kingdom eligibility and recruitment; Center undergone cancer- related
A real-time electronic symptommonitoring system (ii) examine participant ePRO upper gastrointestinal
for patients after discharge following surgery: A symptom-report response rates surgery
pilot study in cancer- related surgery. BMC Cancer; and data completeness; (iii)
20(1) examine the frequency of
patient-reported symptoms and
ePRO system actions;
explore patient and clinician
perspectives on usingthe ePRO
system; evaluate the technical
performance of the ePRO
system; (vi) pilot potential
outcome measures for use
in a future main trial.
Rosett, H. A., Herring, K., Ratliff, W., Koontz, B. United To assess the feasibility and Pilot study 3 outpatient clinics 161 patientsand 3
F., Zafar, Y., LeBlanc, T. W. (2019). Integration of | States utility of integrating electronic physicians
electronic patient reported outcomes into clinical patient-reported outcomes into
workflows within the Epic electronic medical existing EMR and clinical
record. Journal of Clinical Oncology; 37(31 work flows
Sharp, J. (2018). Effectiveness of patient generated | United To demonstrate the flow (of No evaluation) Primary care Patients with type 2 non-
health data in routine clinical care. Retrieved from | States data from the insulin- dependent diabetes
https://www.pchalliance.org/ne ws/effectiveness- patient to the clinician to the
patient- generated-health-data-routine-clinical-care researcher.
Sorondo, B., Allen, A., Bayleran, J., Doore, S., United To implement an integrated Observational Primary care practices, |24 providers, 72 active care-
Fathima, S., Sabbagh, 1., & Newcomb, L. (2016). States self-report screeningtoolin a patient-centered medical | coordinated, chronic-
Using a patient portal to transmit patient reported patient portal,to assess home condition patients
health informationinto the electronic record: workflow and the user
Workflowimplications and user experience. eGEMs, experience
4(3), Article 12337. doi:10.13063/2327-9214.1237
Wagner, L. 1., Schink, J., Bass, M., Patel, S., Diaz, United T o describe a model for Mixed methods Outpatient setting 636 women with
M. V., Rothrock, N., ... Rosen, S. (2015). States implementing PROMIS ePROs | with three studies: gyneco logical cancer

Bringing PROMIS to practice brief and precise
symptom screening in ambulatory cancer care.
Cancer, 121,927-934.

into routine cancer care

Pospective cohort
Pre/post
Qualitative
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Geographic

Study Region Study Aim Study Design Study Setting Study Population
Weatherly, J., Kishnani, S., Aye, T.(2019). United To describe how an automatic | Observational Academic Medical 28 participantsincluding
Challenges with patient adoptionofautomated States integration system (AIS) of Center patients with T 1D age 5— 20
integration of blood glucose meter data in the GM data into the electronic years, or their parents, at
electronic health record. Diabetes Technology and health record (EHR) would Stanford Children’s Health
Therapeutics;21(11): 671-674 impact patient- provider diabetes clinics who used an
communication AppleiPod oriPhone (5sor
higher)
Yamada, J., Segovia, S., Simard, S. N., Kouri, A., Canada T o identify the determinants Qualitative Academic Medical 12 patients with asthma
Gupta, S. (2020). What are the barriers and enablers (barriers and enablers) of Center
to using a patient- facingelectronic questionnaire for patient uptake and completion
patients with asthma? Canadian Journal of of a previsit mobile health
Respiratory, Critical Care, and Sleep Medicine; questionnaire
4():18
Yoo, S, Lim, K., Baek, H., Jang, S. K., Hwang, G. | Korea To develop a mobile epilepsy | Mixed methods Academic Medical 3 patients with
Y., Kim, H., Hwang, H. (2020). Developinga management application Center epilepsy and 5 caregivers
mobile epilepsy management application integrated coveringcrucial factors
with an electronic health record for effective seizure comprehensively in a user-
management. /nternational Journal of Medical friendly way
Informatics; 134
Young, H. M., Miyamoto, S., Dharmar, M., Tang- | United To evaluate the effectiveness of | Experim ental/Inter | Academic Medical 287 patients with Type I1
Feldman, Y. (2020). Nurse Coaching and Mobile States a nurse coachingprogram using | ventional trial Center diabetes
Health Compared With Usual Care to Improve motivational interviewing (e.g. RCT)
Diabetes Self-Efficacy for Persons With Type 2 paired with mobile health
Diabetes: Randomized Controlled Trial. JMIR (mHealth) technology on
Mhealth Uhealth, 8(3):e16665 diabetes self- efficacy and self-
management for persons with
type 2 diabetes
Zhang, R., Burgess, E. R., Reddy, M. C., Rothrock, | United To examine howwell an EHR- | Qualitative Orthopedic and 11 providers
N. E., Bhatt, S., Rasmussen, L. V., ... Starren, J. B. | States integrated patient-reported- oncology departm ents

(2019). Provider perspectives on the integration of
patient-reported outcomes in an electronic health
record. JAMIA Open, 2(1), 73-80.

outcomes system fits the needs
and clinical workflows of
different provider groups

Note. PROMs =patient-reported outcome measures; PGHD = patient-generated health data; EHR = electronic healthrecord.
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Appendix G. Scoping Review Integration Characteristics

Table G-1. Scoping review inte gration characteristics

Mode of

Study PGHD Type EHR Vendor Transfer Developer Platform |Technical Approach
Ancker, J. S., Mauer, E., Kalish, R. B., Vest, J. R., & Blood glucose values, insulin | Epic Active; can Apple HealthKit Not reported
Gossey, J. T.(2019). Early adopters of patient- dose, time of insulin upload several ability was enabled
generated health data upload in an electronic patient administration, free-text values per day.
portal. Applied Clinical Informatics, 10(2),254-260. notes.
doi:10.1055/s-
0039-1683987
Bachmann, J. M., Posch, D. R., Hickson, G. B., Pinson, | PRO/survey — Harvey- Epic Active Epic Mychart and Not applicable
C. W., Kripalani, S., Dittus, R. S., Stead, W. W. (2020). | Bradshaw Index and the Welcome
Developingan Implementation Strategy for Systematic | Short Inflammatory Bowel
Measurement of Patient-Reported Outcomes at an Disease Questionnaire,
Academic Health Center. Journal of Healthcare Expanded Prostate Cancer
Management;65(1):15-28 Index Composite, and

Asthma Control T est
Bae, Y. S., Kim, K. H., Choi, S. W.,Ko, T., Jeong, Biometric and survey based | BEST Care 2.0 Passive HealthConnect Not reported
C. W., Cho, B., ... Kang, E. (2020). Information — Patient self- measured vital
Technology-Based Management of Clinically Healthy | signs or Vital-sign Data
COVID-19 Patients: Lessons From a Living and Recorder (VDR-1000)
Treatment Support Center Operated by Seoul National
University Hospital. Journal of Medical Internet
Research; 22(6):e19938
Bhavnani, S. P., Cohoon, T, Shen, C., Khedraki, R., Digital devices - BP Epic Both Apple HealthKit Not reported
Hu, S. (2020). From Electronic Medical Record monitoring, weight
Integration to Reimbursement: Practical Implications of | monitoring and smartphone
Chronic Care Management Through a Remote Patient | ECG
Monitoring (CPT 99091) Cardiovascular Program.
Journal of the
American College of Cardiology;75(11):3621
Bloom, P., Wang, T ., Marx, M., Tagerman, M., Biometric — weight Epic Not reported PGHD Connect Not reported

Green, B., Arvind, A., ... Richter, J. M. (2020). A
Smartphone App to Manage Cirrhotic Ascites Among
Outpatients: Feasibility Study. JMIR Medical
Informatics;8(9):el17770

A&D UC-352BLE digital
scale
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Mode of

Study PGHD Type EHR Vendor Transfer Developer Platform [Technical Approach
Coenen, S., Nijns, E., Weyts, E., Geens, P., Van den PRO/survey — quality oflife | Not reported Passive Mynexuzhealth Not reported

Bosch, B., Vermeire, S., ... Van Assche, G. (2020). evaluated using the 4-item

Development and feasibility of a telemonitoringtool short health scale and work,

with full integration in the electronic medical record: a | classroom and activity

proofof concept study for patients with inflammatory | impairment was collected

bowel disease in remission on biological therapy. using the WP Al scale

Scandinavian Journal of Gastroenterology; 55(3):2877-

293

Day, F. C., Pourhomayoun, M., Keeves, D., Lees, 14 data elements: Family Epic Passive Not reported. Seven Epic

A. F., Sarrafzadeh, M., Bell, D., & Pfeffer, M. history, patient proprietary non- Fast
A. (2019). Feasibility study of an EHR- integrated demographics, values, and Healthcare

mobile shared decision makingapplication. preferences Interoperability
International Journal of Medical Informatics, 124, 24— Resources Web

30. services

Fisher, N. D., Fera, L. E., Dunning, J. R., Desai, S., Average weekly blood Not reported Passive Unspecified digital Bluetooth enabled blood
Matta, L., Liquori, V., ... MacRae, C. A. (2019). pressures platform pressure device
Development of an entirely remote, non-physician led

hypertension management program. Clinical

Cardiology, 42(2),285-291.

Forshaw-Hulme, S., Oldham, A. (2019). Self- Biometric — heart rate, blood | Allscripts Active Validic Not reported
management using wearable technology, to promote oxygen, sleep, steps

knowledge and skill in patients’ ability to manage their

own care. Physiotherapy (UK),;107():el29-el 30

Girgis, A., Durcinoska, 1., Arnold, A., & Delaney, Electronic patient-reported | MOSAIQ Active PROMPT -Care Not reported

G. P.(2019). Interpretingand acting on the PRO scores | outcomes

from the Patient-reported Outcomes for Personalized

Treatment and Care (PROMPT - Care) eHealth system.

Medical Care, 57,S85—

SO1.

Girgis, A., Durcinoska, I., Arnold, A., Descallar, J., PRO/Survey — Distress MOSAIQ Passive Not reported HL7

Kaadan, N., Miller, A., ... Delaney, G. P.(2019). Web- | thermometerchecklist,

Based Patient-Reported Outcome Measures for edmonton symptom

Personalized Treatment and Care (PROMPT -Care): assessment scale, and

Multicenter Pragmatic Nonrandomized Trial. Journal of| supportive care needs survey

Medical Internet Research ;22(10):e19685

Gold, H. T.,Karia, R. J., Link, A., Lebwohl, R., PROMIS physical function, | Epic Active Northwestern API for PROMIS
Zuckerman, J. D., Errico, T. J., ... Cantor, M. N. pain interference, pain Medicine patient- CAT from Northwestern
(2018). Implementation and early adaptation of patient- | intensity measures, and reported outcomes University

reported outcome measures into an electronic health EuroQol 5D system

record: A technical report. Journal of Health and

Medical Informatics. doi:10.1177/1460458218813710
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Mode of

Study PGHD Type EHR Vendor Transfer Developer Platform [Technical Approach
Graetz, 1., Anderson, J. N., McKillop, C. N., Stepanski, | Treatmentside effects, Not reported Active Patient Care Monitor |Not reported
E.J., Paladino, A. J., & Tillmanns, T.D. (2018). Use of | physical and emotional platform
a Web-based app to improve postoperative outcomes for | symptoms, and functional
patientsreceiving gynecological oncology care: A status
randomized controlled feasibility trial. Gynecologic
Oncology, 150(2),311-317.
Judson, T.J., Odisho, A. Y., Neinstein, A. B., Chao, J., | PRO/Survey — self-triage Epic Passive Epic Toolkit Not reported
Williams, A., Miller, C., ... Gonzales, R. (2020). Rapid [ and self-scheduling tool with
design and implementation of an integrated patient self- | high sensitivity for
triage and self- scheduling toolfor COVID-19. Journal | identifyingsevere disease,
of the American Medical Informatics Association, and high specificity when
27(6):860-866 recommending self- care.

Includes: exposures,

symptoms, and

comorbidities
Kumar, R. B., Goren, N. D., Stark, D. E., Wall, D. P., & | Glucose values Epic Passive Apple HealthKit Publicly available
Longhurst, C. A. (2016). Automated integration of (concentration and trend) custom Web service,
continuous glucose monitor data in the electronic health | obtained by interstitial one-time Bluetooth
record using consumer technology. Journal of the glucose sensor pairing.
American Medical Informatics Association, 23(3), 532—
537.doi:10.1093/jamia/ocv206
Lesko, M. B., Rudym, D., Kon, Z., Chang, S., Lamaina, | Biometric — blood pressure, | Epic Both Unknown app Not reported
V., Snodgrass, C., ... Angel, L. F. (2020). Telehealth blood oxygen, steps, weight,
and Home Monitoringin Lung Transplant.Journalof | and temperature
Heart and Lung Transplantation, 39(4):5383
Leventhal, R. (2015). How Duke is using HealthKit to | Activity trackers, blood Epic Passive Apple HealthKit SMART on Fast
get patient-generated data into the EHR. Retrieved pressure devices, glucose Healthcare
from https:/www.hcinnovationgroup.com/clinical- monitoring Interoperability
it/article/1302500 1 /how-duke-is-using-healthkit-to-get- Resources
patientgenerated-data-into-the-ehr
Lewinski, A. A., Drake, C., Shaw, R. J., Jackson, Blood glucose values Epic Active and Apple HealthKit Bluetooth
G. L., Bosworth, H. B., Oakes, M., ... Crowley, passive

M. J. (2019). Bridging the integration gap between
patient-generated blood glucose data and electronic
health records. Journal of the American Medical
Informatics Association, 26, 667-672.
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Mode of

Study PGHD Type EHR Vendor Transfer Developer Platform [Technical Approach
Mammen, J. R., Schoonmaker, J. D., Java, J., Baseline asthma information [ Epic Both Technology Not reported
Halterman, J., Berliant, M. N., Crowley, A., Reznik, M., | assessed using smartphone Enabled Asthma
... Arcoleo, K. (2020). Going mobile with primary care: | surveys and chart review. Management System
smartphone- telemedicine for asthma management in Asthma severity assessed by (TEAMYS)
young urban adults (TEAMYS). Journal of Asthma; 1-13 | frequency of symptoms,
nocturnal awakening,
activity limitations, and short
acting beta-agonist (SABA)
use, using EPR3 criteria
Marquard, J. L., Garber, L., Saver, B., Amster, B., Blood pressure Epic Active Healthvault Health Level 7
Kelleher, M., & Preusse, P. (2013). Overcoming Observation Reporting
challenges integrating patient-generated data into the Interface
clinical EHR: Lessons from the CONtrolling Disease
Using Inexpensive IT— Hypertension in Diabetes
(CONDUIT-HID) Project. International Journal of
Medical Informatics, 82,903-910.
May, J. R, Klass, E., Davis, K., Pearman, T., Rittmeyer,| PRO/Survey — 5-item Epic Passive Epic (in MyChart) Not reported
S., Kircher, S., Hitsman, B. (2020). Leveraging Patient | tobacco screener
Reported Outcomes Measurement via the Electronic
Health Record to Connect Patients with Cancer to
Smoking Cessation Treatment. International Journal of
Environmental Research and Public Health;17(14):13
Miyamoto, S., Dharmar, M., Fazio, S., Tang- Feldman, [ Physicalactivity, sleep,and | Epic Passive Apple HealthKit Not reported
Y., & Young, H. M. (2018). mHealth technology and | nutrition data
nurse health coachingto improve health in diabetes:
protocol for arandomized controlled trial. JMIR
Research Protocols, 7(2), e45.doi:10.2196/resprot.9168
Moore, S. L., Fischer, H. H., Steele, A. W., Durfee, Blood sugar, step counts, Not reported Active Patient Not reported
M. J., Ginosar, D., Rice-Peterson, C., ... Davidson, A.J. | blood pressure Relationship
(2014). A mobile health infrastructure to support Managem ent
underserved patients with chronic disease. Healthcare, Softw are Platform
2(1),63-68.
Paterson, M., McAulay, A., & McKinstry, B. (2017). Blood pressure measurements | Not reported Active Intersystems Ensemble |Indicate no API
Integrating third-party telehealth records with the available

general practice electronic medical record system: A use
case approach. BMJ Health & Care Informatics, 24(4),
317-322.
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Mode of

Study PGHD Type EHR Vendor Transfer Developer Platform [Technical Approach

Pennic, J. (2017). Cedars-Sinai partners with Noteworth | Blood pressure, blood Epic Passive Not reported Not reported

to integrate patient-generated data with Epic EMR. glucose level, weight, etc.,

Retrieved from and behavioral data,

https:/hitconsultant.net/2017/05/16/cedars-%20sinai- | medication adherence, mood,

noteworth-%20Patient-generated- activity, etc.

%20data/#.XgzSqEdKiUk

Pevnick, J. M., Elad, Y., Masson, L. M., Riggs, R. V., | Biometric— heartrate and Epic Passive Apple HealthKit Not reported

Duncan, R. G. (2020). Patient-Initiated Data: Our steps

Experience with Enabling Patients to Initiate

Incorporation of Heart Rate Data into the Electronic

Health Record. Applied Clinical Informatics; 11(4):671-

679

Richards, H. S., Blazeby, J. M., Portal, A., Harding, R., | PRO/Survey Not reported Active QT ool be X-lab Custom approach -

Reed, T.,Lander, T., ... Avery, K. N. L. (2020). A real- QStore, was developed

time electronic symptom monitoring system for patients to access the QT ool.

after discharge following surgery: A pilot study in QStore developed using

cancer- related surgery. BMC Cancer; 20(1) SP.NET MVC and SQL
Server

Rosett, H. A., Herring, K., Ratliff, W., Koontz, B. F., PRO/Survey - 10 question Epic Passive Used built in PRO Not reported

Zafar,Y., LeBlanc, T. W.(2019). Integration of Edmonton Symptom tool within EPIC

electronic patient reported outcomes into clinical Assessment Scale available

workflows within the Epic electronic medical record. through the MyChart

Journal of Clinical Oncology, 37(31) interface

Sharp, J. (2018). Effectiveness of patient generated Blood glucose values Epic Passive Validic Bluetoo th-enabled

health data in routine clinical care. Retrieved from glucometer

https://www.pchalliance.org/news/effectiveness-

%?20patient-generated-health-data-routine-clinical-

Y020care

Sorondo, B., Allen, A., Bayleran, J., Doore, S., Fathima, | Wellness questionnaire GE Centricity Active Not reported Not reported

S., Sabbagh, I., & Newcomb, L.(2016). Usinga patient | survey

portal to transmit patient reported health information

into the electronic record: Workflowimplications and

user experience. eGEMs, 4(3), Article 12337.

doi:10.13063/2327-9214.1237

Wagner, L. 1., Schink, J., Bass, M., Patel, S., Diaz, Survey questions: Fatigue, Epic Active Not reported Health Level 7

M. V., Rothrock, N., ... Rosen, S. (2015). Bringing
PROMIS to practice: Brief and precise symptom
screening in ambulatory cancer care. Cancer, 121,927
934.

pain interference, physical
function, depression, and
anxiety
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Mode of

Study PGHD Type EHR Vendor Transfer Developer Platform [Technical Approach
Weatherly, J., Kishnani, S., Aye, T.(2019). Biometric — glucose readings | Epic Passive Apple HealthKit Not reported
Challenges with patient adoptionofautomated

integration of blood glucose meter data in the electronic

health record. Diabetes Technology and

Therapeutics;21(11): 671-674

Yamada, J., Segovia, S., Simard, S. N., Kouri, A., PRO/Survey — guideline- Not reported Not reported Not reported Not reported
Gupta, S. (2020). What are the barriers and enablers to | based asthma control levels

using a patient-facingelectronic questionnaire for

patients with asthma? Canadian Journal of Respiratory,

Critical Care, and Sleep Medicine; 4():18

Yoo, S., Lim, K., Baek, H., Jang, S. K., Hwang, G. Y., | PRO/Survey —seizure diary, | Unique HER for | Both Apple HealthKit and |HL7 FHIR
Kim, H., Hwang, H. (2020). Developinga mobile medication diary, education, | hospital FitBit API

epilepsy management application integrated with an emotion management, test

electronic health record for effective seizure results, self-

management. International Journal of Medical survey tools, steps, and sleep

Informatics; 134 data

Young, H. M., Miyamoto, S., Dharmar, M., Tang- Biometric — heart rate, sleep, | Epic Passive Apple HealthKit and [ Not reported
Feldman, Y. (2020). Nurse Coaching and Mobile Health | steps, distance walked, and MyChart

Compared With Usual Care to Improve Diabetes Self- | active minutes

Efficacy for Persons With Type 2 Diabetes:

Randomized Controlled Trial. JMIR Mhealth Uhealth;

8(3):e16665

Zhang, R., Burgess, E. R., Reddy, M. C., Rothrock, PROMIS CATssurvey Epic Active Northw estern Not reported
N. E., Bhatt, S., Rasmussen, L. V., ... Starren, J. questions: Pain interference, Medicine patient-

B. (2019). Provider perspectives on the integration of | physical function, social reported outcomes

patient-reported outcomes in an electronic health record | function, pain- intensity system

JAMIA Open, 2(1), 73— 80.

short form, fatigue,
depression,
anxiety

API=application programming interface, EHR = electronic health record, PGHD = patient-generated health data, SMART =substitutable medical applications

and reusable technologies
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